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ABSTRACT

This study was conducted to assess the digital services of the Philippine
Social Security System in terms of processing of personal data, organiza-
tional measures, physical measures, and technical measures.  The re-
search employed a descriptive-correlational approach, utilizing a ques-
tionnaire as the primary data gathering instrument. However, interviews
among the 5 heads of the 5 biggest branches of SSS in the NCR were utilized
to validate the data taken in the questionnaire among the 3 groups of re-
spondents: BPOs (120), front-liners (180), and clients (1292). For BPOs
and front-liners, complete enumeration was used, while convenience sam-
pling was utilized for clients. Weighted mean and one-way ANOVA were
used for the treatment of the data. The study revealed that all the indica-
tors in all four variables were, on average, partially implemented. The se-
riousness of the encountered problems led to a highly recommended as-
sessment of the presented solutions. Further investigation revealed no sig-
nificant differences in assessment among the three groups of respondents.

The study's findings led to the conclusion that Philippine Social Security
requires additional physical and electronic paperwork. Additionally, the
Philippine Social Security System shares and exchanges personal data with
other parties through digital channels. Furthermore, the corporate orien-
tation course for newly hired or absorbed employees does not include se-
curity management, despite its availability. Finally, SSS has yet to use ad-
vanced technology to detect fake, altered, and fraudulent documents;
hence, it still needs to use advanced technology to formulate a comprehen-
sive data security manual to integrate digital measures against cybercrime.

Therefore, the study's findings and conclusions inform the following
recommendations: Firstly, we should archive and retain physical or elec-
tronic documents containing personal data in secure and protected record
rooms, offsite storage facilities, or receptacles or cabinets, in accordance
with the issued policies. Second, only with prior consent or authority from
the data subjects, a judicial order, or a data sharing agreement can we use
digital platforms to disclose and share personal data with third parties.
Third, newly hired or absorbed employees should include data security
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management in their corporate orientation course. Fourth, we should use
advanced technology to detect fake, altered, and fraudulent documents. Fi-
nally, we should formulate a data security manual to incorporate digital
measures against cybercrime.

Keywords: Philippine Social Security System, Digital Transformation, Fraud,
Investigation, Cybercrime, Criminology, Criminal Justice

Introduction

The use of computers to engage in illegal ac-
tivities such as fraud, trafficking of child por-
nography, intellectual property theft, identity
theft, and privacy violations is known as cyber-
crime. With computers playing an essential
role in commerce, entertainment, and govern-
ment, cybercrime has gained significant im-
portance, especially over the internet. Initially,
cybercrime was predominantly an issue in the
Philippines due to early and widespread adop-
tion of computers and internet. However, in the
21st century, cybercrime has become a global
problem, impacting communities worldwide,
with few localities left unaffected by some form
of cybercrime.

As the world increasingly depends on digi-
tal technology, individuals participate in online
shopping, streaming movies and music, and ob-
taining answers to various inquiries with a
straightforward internet search. Consequently,
people want the government to provide a com-
parable experience that is easy to use. Govern-
ment agencies that do not update and plan for
the future are already falling behind. Imple-
menting change often necessitates a substan-
tial investment of time.

The rapid and substantial increase of mal-
ware in recent years has presented a notable
security risk to intelligent systems. Previous
static and dynamic analysis methods are inef-
fective in achieving a high recognition rate and
result in significant processing complexity. Ma-
chine learning (ML) and deep learning (DL)
models, which have been recently developed,
can be used effectively to identify and catego-
rize cyberattacks and Malware. (Alzubi, 2023).

According to Granicus (2023), moderniza-
tion is primarily driven by external causes, es-
pecially the government. In a study conducted
by Granicus (2023), 48% of surveyed respond-
ents identified a deficiency in digital strategy
and tools for involving citizens as their primary

technology obstacle. They anticipate intuitive
on their cellphones and want that the govern-
ment offer a similar level of convenience.

As per the International Social Security As-
sociation (2019), digital technologies have
demonstrated their significant impact in vari-
ous domains, including healthcare, communi-
cation, workplace safety, job hunting, contribu-
tion collection, and data sharing. All of them
possess the capacity to assist individuals who
require aid, such as the elderly who have lim-
ited mobility or individuals with disabilities
who have limited mobility. It has enhanced the
level of service quality, reduced operating ex-
penses, and enhanced the reliability of com-
pany procedures.

Digital transformation, as defined by Skog
(2019), refers to the ongoing process in which
companies create and implement new digital
ideas to enhance their products, services, and
business models. During the process of digital
transformation, the adoption of new products
and services may necessitate the utilization of
distinct resources and work processes com-
pared to older ones.

In the study of Chang et. al, (2022), Ad-
vanced technologies, such as the Internet of
Things and core information communication
technology frameworks, enable the sharing of
information.

A single user-friendly gadget can grant con-
sumers access to all tools with a simple click;
nevertheless, the reliability of the information
acquired is still uncertain. Misinformation,
which encompasses false, harmful, or deceptive
information, whether intentional or uninten-
tional, can exacerbate misconceptions. In order
to prevent these instances from progressing
into criminal activity, a comprehensive finan-
cial fraud-awareness model was developed in
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classification by employing the natural lan-
guage processing technique. A chatbot de-
signed to detect and prevent fraudulent activi-
ties is created using the model and then de-
ployed on a popular social network platform
called LINE. This solution is designed to handle
finance-fraud cases and offer anti-fraud recom-
mendations to address anticipated instances of
fraud.

Further, the Asian Productivity Organiza-
tion (2021) emphasizes that recent technologi-
cal breakthroughs have provided a platform for
governments to seek to improve public ser-
vices. Federal, provincial, and local govern-
ments are under pressure to reevaluate their
strategies for enhancing service quality. As a
result, the digitalization of public sector organ-
izations is one of the most significant transfor-
mations occurring globally today. Digital gov-
ernance is a work in progress that is moving
forward at a rapid pace.

Kirilenko & Aleksee (2021) found in their
study that the rise of digital technology has led
to the emergence of virtual reality, governed by
the norms and practices of the networked com-
munity. This finding contradicts the notion that
digital transformation has solely beneficial im-
pacts. Civil society members are at a higher risk
of falling prey to various cybercrimes because
they refuse to accept most of the essential reg-
ulations imposed by national governments for
political reasons. These infractions may en-
compass computer fraud, inflammatory writ-
ings, and fraudulent activities. The study addi-
tionally discovered that participant observa-
tion, comparative legal analysis, and discourse
analysis collectively demonstrate that the digi-
tal revolution has increased the difficulty for
the government to influence the cultural devel-
opment of society. Furthermore, criminal or-
ganizations have shown a newfound interest in
computer technologies.

In another piece of literature, Institutional
Asset Manager published an article in 2021 in-
dicating that 23% of all cyberattacks target fi-
nancial institutions, while the average cost of a
single data breach for financial institutions is
USD5.72 million. Fifty-three percent of data
breaches, according to a separate survey, are fi-
nancially motivated; therefore, the industry is
continuously on the cybercrime radar. In other

industries, malicious users exploit social engi-
neering, credential stuffing, and program flaws
to get a foothold. However, the financing indus-
try is unique in that these individuals predomi-
nantly compromise corporate internal net-
works.

Financial sector incurred substantial losses
due to fraudulent activities, which have
emerged as the primary challenge for the in-
dustry. Corporations allocate substantial re-
sources to mitigate such fraudulent activities.
According to reports, 63.6% of financial institu-
tions employing Automated Fraud prevention
technologies effectively thwarted fraudulent
activities prior to their occurrence.

Approximately 80% of experts are confi-
dence in the efficacy of Artificial Intelligence
(AI)-based platforms for reducing fraud, ac-
cording to certain estimates. Furthermore, nu-
merous research papers have utilized artificial
intelligence (AI) tools to combat fraud. This
study employs a systematic literature review
methodology to identify the rising domains of
fraud detection via artificial intelligence. The
researchers have examined 241 scholarly arti-
cles that were published throughout the past
two decades. The articles in the literature re-
view were sourced from the Scopus database.
The meta-analysis and network analysis were
conducted, revealing an upward tendency in
this study field. The collaboration network be-
tween authors and coauthors is studied using
the VOS viewer program. K-means clustering
was utilized to ascertain the pivotal study do-
main, and subsequent research domains were
also determined (Sood, 2023).

During the pandemic period in the Philip-
pines, the Department of Justice's Office of Cy-
bercrime received 1.2 million cyber tips in
2020, up from just 400,000 the previous year,
according to a March 15, 2022, Inquirer's news
report. This was an increase from the previous
year's total of just 200,000. Internet fraud, sex-
ual abuse and exploitation, cyberbullying, and
identity theft are the most prominent types of
online criminal activity.

Prior to the COVID-19 pandemic, the Philip-
pines has already been witnessing a surge in
cybercrime incidents.

In 2013, the Philippine National Police
(PNP) recorded 42 instances of internet fraud,
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whereas in June 2018, the number of cases in-
creased to 550. Moreover, a Fintech Alliance
news piece from 2021 documented numerous
cybercrime occurrences throughout the epi-
demic. Common internet fraud tactics em-
ployed by criminals include phishing, which in-
volves the use of deceptive emails that imper-
sonate respectable institutions. The purpose is
to get sensitive and private information, such
as debit and credit card details, digital banking
credentials, and other financial account infor-
mation. Lito Villanueva, Chairman of Fintech
Alliance (2021), highlighted that although
there are ample prospects for technologies to
facilitate our transition to a digital financial
system, these very opportunities are presently
being utilized to inflict harm on individuals and
the overall economy.

Therefore, it is imperative for individuals to
remain vigilant in regards to online transac-
tions and consistently verify any odd messages
with the appropriate financial institutions. By
doing so, individuals can protect their own as-
sets and, consequently, contribute to a more ro-
bust economic recovery by minimizing the risk
of cybercriminals impeding progress in the af-
termath of the epidemic.

The Philippine Social Security System (SSS),
a government institution, is responsible for en-
suring the safety and well-being of every Fili-
pino citizen. The SSS's services put every Fili-
pino worker who contributes to the economy in
a position of certainty and increased financial
security, beginning with membership and con-
tinuing through retirement from private em-
ployment. Therefore, it is crucial to safeguard
both the members' and the institution's inter-
ests, as the agency bears the responsibility for
the social security of both private employees
and employers. The institution has been
around and has been protecting the interests of
its members who belong to the private labor
sector in order to provide its members with de-
cent living, financial conditions, and funding as-
sistance derived from the accumulated dues
contributed while they are in service.

However, the SSS Special Investigation De-
partment under the Legal and Enforcement
Group has received thousands of complaints
from the stakeholders pertaining to their vic-
timization of cyber related crimes.

In a 2019 ABS-CBN news item, the Philip-
pine Social Security System (SSS) issued a
warning on a fake Facebook page, promising a
giveaway for beneficiaries of the social insur-
ance program. According to Senior Vice Presi-
dent of SSS Voltaire Agas, the organization has
never organized a raffle and does not promote
such events on social media. Let's not blindly
accept what we read on social networking sites,
Agas added. Agas also added that members can
view official announcements on the SSS's offi-
cial website.

Therefore, the PNP-ACG and SSS advise the
general public to exercise caution when joining
social media groups and urge the public to
check their website or contact them by phone
for any announcements.

As a reputable financial institution, SSS has
unfortunately inevitably fallen prey to fraud
and deception, particularly identity fraud. This
may have led to the incorrect approval of bene-
fits to a fictitious application member or claim-
ant, as well as the loss of funds as a result of
fraudulent cash transactions. Whether digital
technology facilitates the transaction or not,
this remains the case. The integrity of the insti-
tution and the public's trust in it could both suf-
fer as a result of this. This type of cybercrime
could cost the SSS money, resulting in the
agency going bankrupt.

Since there is no record of the number of
identity theft or identity fraud cases reviewed
by the SSS, its primary concern is preventing
false instances. Consequently, SSS places less
emphasis on identity-related situations. This il-
lustrates that SSS has a reactive as opposed to
a proactive approach to fraud prevention. The
vast majority of successful fraud schemes in-
clude either theft or fraudulent use of an indi-
vidual's identity.

Undeniably, identity theft and identity
fraud are unavoidable in the modern era due to
technological developments. Identity thieves
can easily access a person's personal infor-
mation over the Internet or through the negli-
gence of a person who voluntarily provides it.
According to the National Policy Commission,
which serves as the nation's watchdog for data
privacy and protection, there are 45 million ac-
tive Internet users and 32 million active mobile
internet users.
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Republic Act 11032, commonly referred to
as the Ease of Doing Business and Efficient Gov-
ernment Service Delivery Act of 2018, simpli-
fies and improves government processes and
procedures. The Duterte government has im-
plemented a significant legislation aimed at en-
hancing the economic competitiveness and fa-
cilitating company operations in the Philip-
pines. The legislation, enacted on May 28, 2018,
amends the 2007 Anti-Red Tape Act.

The revised legislation simplifies and opti-
mizes all administrative procedures carried out
by the government. This policy is applicable to
all offices and agencies of the Executive Depart-
ment, including Local Government Units
(LGUs), government-owned or -controlled cor-
porations (GOCCs), and other government in-
strumentalities, whether in the Philippines or
overseas, that provide services relating to com-
mercial and non-business transactions.

Therefore, individuals should remain vigi-
lant when engaging in online transactions and
consistently verify the legitimacy of any suspi-
cious messages with the appropriate financial
institutions. By doing so, individuals can pro-
tect their personal resources and thereby con-
tribute to a more effective economic recovery,
minimizing the risk of cybercriminals impeding
progress in the aftermath of the epidemic.

With this mandate, the SSS is among the
government-owned and controlled corpora-
tions that promptly address the objective of
simplifying business operations in the country
by consolidating digital services and incorpo-
rating information and communication tech-
nology into its systems and procedures. The
objective is to minimize the procedural com-
plexity involved in conducting business trans-
actions within the country. The primary objec-
tive of this organization is to promptly satisfy
the needs of Filipino workers by offering social
security services. The objective is to meet the
government's responsibility in carrying out its
constitutional duty. The Philippine administra-
tion has unequivocally expressed its intention
to proceed with reforms and the implementa-
tion of digital governance.

In a nation where both SSS members and
non-members are susceptible to identity theft
or identity fraud, it is crucial for the SSS to es-
tablish and enhance its policies against such

cybercrimes. This is because the SSS plays a vi-
tal role in promoting social justice and ensuring
equitable social welfare for all Filipino mem-
bers. Furthermore, as the SSS moves to digital
transactions, it is imperative that they ensure
the safety and security of the digital platforms.
This is crucial since it is one of the fundamental
principles of social justice, ensuring that all Fil-
ipino members enjoy equal social benefits. As a
criminology practitioner and member of this
organization, my role is to protect the SSS from
deception and fraudulent manipulations, spe-
cifically through identity theft and identity
fraud. I believe that it is necessary to establish
a protective security system that includes a set
of policies, procedures, and advanced technol-
ogy to accurately identify and match transact-
ing members with their archived records.

Implementing this precaution is crucial in
order to protect SSS from the risks of identity
theft, deceit, and fraudulent activities. There-
fore, this study was done to assess the level of
digital transformation in the Philippine Social
Security System, focusing on its present poli-
cies and procedures, as well as the processing
of personal data, organizational measures,
physical measures, and technical measures.
This study examined the level of data security
offered by current legislation and protocols in
order to mitigate the risks of identity theft,
fraud, and mismanagement.

This study employed a range of criteria to
assess the digital services provided by the SSS,
including the processing of personal data, or-
ganizational measures, physical measures, and
technical measures. Personal data processing
encompasses a broad spectrum of activities in-
volving personal data, which can be carried out
either manually or automatically. Personal data
may undergo collection, recording, organiza-
tion, structuring, storage, adaptation, altera-
tion, retrieval, consultation, utilization, trans-
mission, dissemination, availability, alignment,
combination, restriction, erasure, or destruc-
tion.

Organizational measure refers to the meth-
ods employed by an organization to provide its
services. These methods encompass various as-
pects, including policy development, policy im-
plementation, enforcement, regulation, as well
as the planning and execution of current and
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future services. Physical measures currently
encompass the utilization of paper-based appli-
cation forms, physical devices, and security pa-
rameters to guarantee the safety and security
of individuals involved. On the other hand,
technical measures refer to digital-based appli-
cations employed in online platforms for regis-
tration, cloud storage, and security validation.

While there are several studies on the poli-
cies and procedures of the Philippine Social Se-
curity System as a financial institution, there is
little to no information available regarding the
measures being taken by SSS to streamline its
digital services and integrate ICT into its sys-
tems and procedures. It is also important to
consider the potential negative impacts of digi-
tal transformation on society, as well as the
steps being taken by financial institutions to
prevent cyber-attacks and protect their clients'
data.

Therefore, the study's results can be used to
advocate for improved public administration
by continuing the process of digitalization, par-
ticularly for the SSS. The SSS plays a crucial role
in promoting social justice and protection
through its social security services, and it also
contributes to the nation's efforts in digital
transformation. Stakeholders may transition
from manual to digital transactions while miti-
gating the adverse effects of technology ad-
vancement, such as concerns around cyber-
crime.

Statement of the Problem
The study was conducted to assess the dig-
ital transformation in the Philippine Social Se-
curity System.
Specifically, it sought to answer the follow-
ing questions:
1. What is the demographic profile of the re-
spondents in terms of:
1.1 age,
1.2 gender,
1.3 educational attainment,
1.4 type of membership/employment in
the SSS, and
1.5 years as member/employed in the SSS?
2. How do the three (3) groups of respond-
ents assess the digitization of services in
the Philippine Social Security System in
terms of:

2.1 processing of personal data,
2.2 organizational measures,
2.3 physical measures, and

2.4 technical measures?

3. Isthere significant difference in the evalua-
tion among the three (3) groups of re-
spondents?

4. What are the difficulties encountered in the
digitization of services in the Philippine So-
cial Security System?

5. What counter measures are employed to
address the difficulties encountered in the
digitization of services in the Philippine So-
cial Security System?

6. What enhancement program could be pro-
posed based on the results of the study?

Hypothesis

There is no significant difference in the
evaluation among the three (3) groups of re-
spondents.

Methods

This section provides and examines the
methodologies and techniques utilized to col-
lect the necessary data and information for the
study. The components encompassed in this
study are the Research Design, Respondents,
Sampling Techniques, Instruments, Validation
of Instruments, Data Gathering Procedure, and
Statistical Treatment of Data.

Research Design

The study employed a descriptive-correla-
tional research design. Descriptive research is
employed to gather information on the present
state of a phenomenon, in order to describe
"what exists" and "what is happening" in rela-
tion to variables or conditions within a given
situation. The objective of descriptive research
is to provide a detailed description of the nec-
essary variables.  The benefit of this is that it
offers a relatively comprehensive overview of
the current events at a specific moment.
It facilitates the formulation of inquiries for
subsequent investigation. Correlational study
aims to identify correlations between variables
and enable the prediction of future events
based on current information. It quantifies two
or more variables in their inherent state.
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The objective is to ascertain the presence of
a correlation between variables. The main ben-
efit of this approach is that it enables the exam-
ination of anticipated connections between
variables and the ability to make predictions.
Furthermore, it has the capability to evaluate
these connections in ordinary occurrences. One
drawback of this method is that it cannot be uti-
lized to make conclusions regarding the cause-
and-effect linkages between the variables.

Respondents of the Study

The study was conducted to evaluate the
digitization of services in the Social Security
System. Three groups of respondents - BPO,
front liners, clients - were used to answer the
survey questionnaire developed by the re-
searcher. To validate the responses of the three
groups of respondents in the questionnaire, the
five managers of the five branches of the SSS
were interviewed.

BPOs FRONT LINERS CLIENTS
Siits ELLL L BIBE Population Sample Population Sample Population Sample
SS5 Main Office 120 120 - - - -
S$S8 North (Novaliches) Division N N 20 20 2000 323
S$SS East (Makati-Gil Puyat) Division - - 20 20 2000 323
$85 West (Manila) Division N N 20 20 2000 323
S$SS South (Alabang-Zapote) Division - - 20 20 2000 323
120 120 80 80 8.000 1,292

*Total Number of Population (BPO’s)
*Result of Raosoft formula

The Business Process Owners (BPO) are
from the Head Office and are in charge of policy
making in the digitalization of SSS services.
They are from Member Electronic Services De-
partment, Member Loans Department, Busi-
ness and Development Loans Department,
Sickness Maternity and Disability Department,
Pensions Administration Department, and Re-
tirement Death and Funeral Benefits Admin-
istration Department. For the front liners, they
were taken from the biggest branch from each
of the four districts of Metro Manila (North,
East, West, and South). They are in charge of
the operation of the digital services of the SSS
like online member registration and updates,
online loans and benefits application, and
member assistance. For the clients, they were
taken from the biggest branch from each of the
four districts of Metro Manila (North, East,
West, and South). They are the members and
non-members of the Philippine Social Security
System who are the primary users of the SSS
online services.

Research Instrument
This researcher used self-made question-
naire and interview guide question as

instruments of the study. The questionnaire
consisted of four parts: first, for the profile; the
second, for the evaluation of the digitization;
third for the difficulties encountered; and
fourth, for the solutions employed. These two
instruments were validated by the investigator
of the Special Investigation Department, Man-
ager in the Cybercrime Investigation, and head
of the Branch Systems and Procedures Depart-
ment.

Population and Sampling Technique

As the study used 3 groups of respondents
- BPO, front liners, clients, and Managers - two
sampling techniques were utilized. For the
BPOs taken from the Head Office, complete
enumeration was utilized. For the front liners
taken from the biggest branch from each of the
four districts, complete enumeration, likewise,
was used. It must be noted that for BPOs and
front-liners, there is a guideline that dictates
the number of personnel to be employed.

And for the clients taken from the biggest
branch from each of the four districts of Metro
Manila, three hundred thirty-two (323) clients
were computed through the use of Raosoft for-
mula with accepted margin of error of 5% and

IJMABER

3278

Volume 5 | Number 8 | August | 2024



Galang & Villa, 2024 / Philippine Social Security System: An Evaluation of Strategic Approach to Digital Services

95% confidence level from an approximately
2,000 (two thousand) clients per day in each of
the biggest branch from each of the four dis-
tricts of Metro Manila. After which, conven-
ience sampling was used.

Complete counts are complete enumeration
or census of individuals within a sampling unit.
It is same as total enumeration sampling, which
is a type of purposive sampling technique
where the researcher chooses to examine the
entire population that has a particular set of
characteristics.

Data Gathering Procedure

First, the researcher secured approval /per-
mission from the Dean of the College of Crimi-
nal Justice Education-Graduate Studies and
personnel of the Social Security System in the
Head Office to conduct the study.

Second, the researcher complied with all
the requirements set by the Institutional Ethics
Review Committee (IERC) of De La Salle Uni-
versity - Dasmarifias - edited research pro-
posal, informed consent form, and the tools to
be used (interview guide questions and self-
made questionnaire) - as mandatory require-
ments to gain ethics approval.The researcher
waited for the approval of the Ethics Commit-
tee before he moved on to data gathering. He
then floated and retrieved the instruments per-
sonally and by via on-line because of the pre-
sent pandemic. Once he had retrieved the data,
he gave it to his Statistician for treatment. After
that, he interpreted and analyzed to come up
with the findings, conclusions, and recommen-
dations.

Statistical Treatment of Data
The following statistical tolls were used in

the treatment of data:

1. Weighted Mean. Average weighted mean
(AWM) was used to determine the central
tendency in relation to the investigation of
the respondents on issues being discussed
in the study. Average weighted mean refers
to the accumulated responses which deter-
mine the corresponding weight using the
formula.

2. Mean Ranges, Verbal Interpretation,
and Verbal Description. The researcher
utilized four-point rating scale.

3. One-Way ANOVA. A one-way ANOVA
(Analysis of Variance) compares the means
of three or more independent groups to de-
termine if there is a statistically significant
difference between the corresponding pop-
ulation means (Zach, 2018).

One-Way ANOVA: The Process

A one-way ANOVA uses the following null
and alternative hypotheses:
HO (null hypothesis): p1 =pu2 = p3 = ... = pk (all
the population means are equal)
H1 (alternative hypothesis): at least one popu-
lation mean is different from the rest.

Result and Discussion

This part presents the interpretation and
analysis of data gathered through the use of
questionnaire and interview. The presentation
is done based on how the questions are ar-
ranged in the Statement of the Problem.

Problem 2: Respondents’ evaluation on the
digitization of services

Table 1 displays the respondents’ assess-
ment of the digitization of services in the Phil-
ippine Social Security System, specifically re-
garding the handling of personal data. The rat-
ings received resulted in an overall mean of
2.40, which is interpreted as Partially Efficient.
This demonstrates that the Philippine Social
Security System has partially implemented the
digitization of services, with a focus on safe-
guarding personal data. Only authorized peo-
ple and Data Subjects are allowed to access
data and scanned documents. Personal data is
obtained via electronic forms that necessitate
verification of identification and is exclusively
utilized for lawful intentions. Personal data is
meticulously stored and protected in secure
data banks or cloud storage, encompassing
both physical and electronic documents.
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Table 1. Respondents’ Evaluation as to the Digitization of Services in the Philippine Social Security
System in terms of Processing of Personal Data

(ITndicators) Shis

FRONT
LINERS

CLIENTS

WM | VI

WhH | VT

IDisclosure and shanmng of per-
sonal data to third parties is
granted only with prior con-
sent or authority from the
data subject or if subjected
to a judicial order or covered
by a data sharing agreement.

2.43 PE

2.46 PE

2.39 PE

Physical or electrome docu-
ments contamming  personal
data is archived and kept in a
secure and protected data
bank. storage mfirastructure,
or cloud storage. following
the policies 1ssued.

2.61 E

2.34 PE | 2.42 PE 2

The use of electronically collect-
ed personal data or archived
records is limited to ap- a3
proved and legitimate pur- 2.36 PE
poses, services, and transac-
tions.

2.48 PE

2.39 PE | 2.41 PE

W

Access to data and scanned doc-
uments containing personal
data submitted to the SS8 is
Iimited omnly to authorized
persommel and the data sub-
Ject in accordance with the
guidelines issued.

2.49 PE

2.31 PE

2.38 PE | 239 | PE 4.5

Disposal of physical documents,
data in storage dewvices is
permanently erased in ac-
cordance with RRSIDVISSP.

2.39 PE

2.39 | PE 4.5

The collection of personal data
requires the consent of the
data subject, given through
an electronic form with
proof of identity uploaded. | 2.
The data subject is informed
only of the declared, speci-
fied, and legitimate purpos-
s,

L
=]

PE 238 PE

3}

2.39 PE

2.40 PE

Average Weighted Mean

2.44

PE 2.37 PE | 2.40 | PE

It must be noted that under the law RA
10173, otherwise known as the Data Privacy
Act 0of 2012, not all data are covered by the Data
Privacy Act. The law does NOT apply to the fol-
lowing: a. Information about any individual
who is or was an officer or employee of a gov-
ernment institution that relates to the position
or functions of the individual, including: (1)
The fact that the individual is or was an officer
or employee of the government institution, (2)
The title, business address, and office tele-
phone number of the individual, (3) The classi-
fication, salary range, and responsibilities of
the position held by the individual, and (4) The
name of the individual on a document prepared
by the individual in the course of employment
with the government; b. Information about an
individual who is or was performing service
under contract for a government institution
that relates to the services performed, includ-
ing the terms of the contract, and the name of

the individual given in the course of the perfor-
mance of those services; c. Information relating
to any discretionary benefit of a financial na-
ture such as the granting of a license or permit
given by the government to an individual, in-
cluding the name of the individual and the exact
nature of the benefit; d. Personal information
processed for journalistic, artistic, literary or
research purposes; d. Information necessary in
order to carry out the functions of public au-
thority which includes the processing of per-
sonal data for the performance by the inde-
pendent, central monetary authority, and law
enforcement and regulatory agencies of their
constitutionally and statutorily mandated func-
tions. Nothing in this Act shall be construed as
to have amended or repealed Republic Act No.
1405, otherwise known as the Secrecy of Bank
Deposits Act; Republic Act No. 6426, otherwise
known as the Foreign Currency Deposit Act;
and Republic Act No. 9510, otherwise known as
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the Credit Information System Act (CISA); e. In-
formation necessary for banks and other finan-
cial institutions under the jurisdiction of the in-
dependent, central monetary authority or
Bangko Sentral ng Pilipinas to comply with Re-
public Act No. 9510, and Republic Act No. 9160,
as amended, otherwise known as the Anti-
Money Laundering Act and other applicable
laws; and f. Personal information originally col-
lected from residents of foreign jurisdictions in
accordance with the laws of those foreign juris-
dictions, including any applicable data privacy
laws, which is being processed in the Philip-
pines.

Table 2 presents the respondents’ evalua-
tion as to the digitization of services in the Phil-
ippine Social Security System in terms of organ-
izational measure. An overall mean of 2.42 was
obtained interpreted as Partially Efficient. It
simply means that SSS, at least, has adeptly in-
corporated digital services into their opera-
tions with a strategic approach.

The organization has taken decisive action
to safeguard data privacy and security, includ-
ing the implementation of digital non-disclo-
sure agreements, the creation of comprehen-
sive manuals outlining best practices, and the
appointment of dedicated Data Protection Of-
ficers.

Table 2. Respondents’ Evaluation of the in the Digitization of Services in the Philippine Social Secu-
rity System in terms of Organizational Measure

FRONT

BPO CLIENTS TOTAL
(Indicators) LINERS
WM | VI WM VI WM Vi WM | VI | RANK

SS88 implements Non-Disclosure

Agreements to ensure compliance |

£ 5 2 2 2.47

of 888 workforce and other stake- | ~ 3 B At EE i FB G FE 1

holders conceming data protection
SSS maintains records system of all

digital process-related policies, 537 PE 555 543 PE 545 PE 5

activities, and processing system
for 888 workforce reference and

The performance of the SSS designated
personnel/SSS Data Protection
Officers advocates and manages
personal data protection and priva-

PE 242 PE 2.43 PE 3

S88S manual formulation contains best
practices in the digital process
along with data protection and
security and provides it to S8S

PE 2.36 PE 2.42 PE 4

SSS assesses all existing., enhanced,
and new online processing systems

$SS implements regular workforce
training on updates, developments,
prior issuancefpolicies in digital
transportation and data privacy,

PE 2.43 PE 2.34 PE 6

Average Weighted Mean 2.42 PE 2.40

PE 2.42 PE 2.42 | PE

Furthermore, the SSS maintains meticulous
record-keeping systems and regularly con-
ducts evaluations and educational initiatives to
ensure the protection of all sensitive infor-
mation.

The Social Security System (SSS) and its
stakeholders emphasize upholding the highest
standards of integrity and work ethics while
ensuring strict compliance with the Data Pri-
vacy law on both traditional and digital plat-
forms.

In pursuit of this objective, the SSS and its
stakeholders implement measures to safe-
guard the confidentiality, integrity, and availa-
bility of personal data, thereby promoting trust
and confidence in the system.

This commitment to ethical practices is es-
sential to the SSS's core values, reflected in the
organization's culture, policies, and processes.

To further the discussions on the preceding
paragraphs, Sidlauskas (2021) notes that or-
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ganization must ensure and demonstrate com-
pliance with all the principles of the General
Data Protection Regulation, and the appoint-
ment of a Data Protection Officer can be one of
the measures required to implement the prin-
ciple of accountability.

According to the General Data Protection
Regulation (GDPR), non-compliant companies

may face ones of up to 20 million euros or 4%
of worldwide turnover and damage claims
from violations. Companies stand to lose reve-
nue, as well as endure reputational damage
should they breach the GDPR.

The Data Protection Officer must make sure
that the organization complies with the GDPR
and prevent any infringement on its provisions.

Table 3. Respondents’ Evaluation as to the Digitization of Services in the Philippine Social Security

Svstem in terms of Phvsical Measure

BPO
{(Indicators)

FRONT LIN-
ERS

CLIENTS TOTAL

WA VI WD

VI | WM | VI

Transfer/disclosure of an approved
request of archived record/data is
done only through a secured and
approved communication network
electronically.

2.43 PE 2.56

2.59 E 1

The collection of perscnal data records
is done omnly through an approved
online platform (My.SSS portal)
and its uploaded documents con-
taining the personal information of

!.J
-
|

PE 2.60

Diagital workstations/storage facilities
with a strong firewall or digital
security control to prevent or limit
unauthorized persons and access
are granted upon approval of the
concerned head of the umit in-
charge.

]
o
@
m

241

PE 2.43 PE 2.50 PE 3

Access to the receiving area/data pro-
cessing facilities is safeguarded.
monitored, and recorded electroni-
cally.

!-J
o
LA

PE 2.60

The authorized person mvolved in the
data processing maintains the con-
fidentiality and integrity of per-
sonal data.

PE 2.48 PE 245 PE =

SSS mamtains controlled and secured
digital facilities/workstations to
prevent the loss. destruction. deg-
radation. or unauthorized access.

251 PE 226

PE 2.54 E 2.44 PE 6

Average Weighted Mean 2.48 PE

2.52 E 2.49 PE

Table 3 presents respondents’ evaluation in
the digitization of services in the Philippine So-
cial Security System in terms of physical meas-
ure.

Based on the scores, an overall Weighted
Mean of 2.49 interpreted as Partially Efficient
was obtained. This still simply means that SSS
relies on digital services with physical
measures to ensure data security. The transfer
and disclosure of approved archived records
and data requests is done only through a secure
and authorized communication network. Ac-
cess to data processing facilities is monitored
and recorded electronically. Digital work-
stations and storage facilities have strong fire-
walls or digital security controls to prevent un-
authorized access, which can only be granted
upon approval of the head of the unit in charge.

Personal data records are collected exclu-
sively through the My.SSS portal and uploaded
documents. The SSS maintains secured digital
facilities to prevent unauthorized access and
data loss.

In relation to this, Gluck (2023) said that as
to physical access security, the Data Center
Management (DCM) team must implement op-
erational procedures to restrict physical access
to only authorized employees, contractors, and
visitors. Temporary or permanent access re-
quests must be tracked using a ticketing sys-
tem. Badges should either be issued or acti-
vated for personnel requiring access after iden-
tification verification. Physical keys and tempo-
rary access badges must be secured within the
security operations center (SOC).
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To further support the above discussions,
according to the General Data Protection Regu-
lation, all organizations are required to imple-
ment physical measures to ensure data secu-
rity. This includes providing access to premises
while maintaining data security. Examples of
such measures include installing intruder
alarms with access verification, categorizing
different areas of buildings based on risk levels
(such as server rooms), physically protecting IT
equipment, and installing locks in each office.

Table 4 presents the respondents’ evalua-
tion on the digitization of services in the Philip-
pine Social Security System in terms of

technical measure. Based on the scores, an
overall Weighted Mean of 2.45 interpreted as
Partially Efficient was obtained.

Although only partially efficient, this still
simply means that SSS employs physical
measures to the highest level to provide digital
services.

Only approved archived records and data
requests are disclosed through secure chan-
nels. Access to data processing facilities is
strictly monitored and recorded. Personnel pri-
oritize the confidentiality and integrity of per-
sonal data.

Table 4. Respondents’ Evaluation as to the Digitization of Services in the Philippine Social Security

System in terms of Technical Measure

FRONT
(Indicators) i IINERS. | CMIENTS!| TOTAL
WM | VI | WM VI WM | VI [ WM | VI | RANK
Control measures are imple-
mented through an' estab- | 5 4o |5 | 5389 E 245 | PE | 259 | E 1
lished policy against unau-
thorized access.
Endpomts are installed with
sland_ard cmporate endpoint 251 | pe | 260 E 236 | pE | 2352 | E 2
security solutions to prevent
data breaches.
Access to the database contam-
ing peesonal -data is-made | o5 | 5 | 549 PE | 239 | PE | 245 | PE 3
only through application sys-
tems designed.
Access to the database 1s always
recorded and monitored us- ” y ;
ing a logbook or embedded e E et = e E S s 5
transaction history.
SSS has regular information sys-
tems security awareness pro- | 2.38 | PE | 231 PE 244 PE | 238 | PE 5
grams.
SSS has security implementation
i varions layers jof infor | 5 o0 | pp: | 9130 PE | 234 | PE [ 235 | PE 6
mation systems to ensure the
integrity of the data security.
Average Weighted Mean 247 | PE | 247 PE 242 | PE | 245 | PE

Digital workstations are equipped with ro-
bust security controls. Personal data records
are collected exclusively through the My.SSS
portal and digital facilities are fortified to pre-
vent any unauthorized access.

According to the study entitled “Infor-
mation System Monitoring Access Log Data-
base on Database Server” by Setiyadi & Se-
tiawan (2018), to generate information system
log database access activity on a database
server, the system activity of the database ac-
cess log on the database server can already

prepare the track record/log data of each user
accessing the database on the server. The sys-
tem built in this research is still focused on the
My.SSS database.

This is because the use of My.SSS for cur-
rent database is still high. However, the concept
of the method offered can also be done for
other types of databases that will ultimately in-
crease the security level of a database.

Supporting the preceding discussion, ac-
cording to International Business Machines
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(IBM), data security solutions must be effec-
tively implemented to safeguard an organiza-
tion's information assets from cybercriminal
actions.

To address the risks posed by insider
threats and human mistake, which continues to
be major contributors to data breaches in the
present day, data security must entail imple-
menting methods and technology that improve

Problem 3: Test of significant difference

the organization's ability to monitor the where-
abouts and utilization of its vital data.

These tools should ideally possess the capa-
bility to implement safeguards such as encryp-
tion, data masking, and redaction of sensitive
files.

Additionally, they should automate the pro-
cess of generating reports to speed audits and
ensure compliance with regulatory standards.

Table 5. Test of Significant Difference in the Evaluation among the Three Groups Respondents in

terms of Processing of Personal Data

Group Mean Standard Deviation F-ratio p-value Interpretation
BPO 24017 0.0665
Frontline 2.4383 0.1038 1.31767 0.297703 Not Significant
Clients 2.37 0.0276

The comparison analysis using One-Way
ANOVA reveals that the computed F-ratio is
1.32 with p-value of 0.30. Since the p-value is
greater than 0.05, the null hypothesis is not re-
jected.

This means that the three groups of re-
spondents were the same in their evaluation
regarding the digitization of services in SSS;
hence, there is no significant difference.

Obviously, all the three groups had similar
opinions about how well SSS uses technology to
process people's personal data. There wasn't
any significant difference between their re-
sponses.

They all believe that owner's approval must
be given and adequately documented to ensure

people's data is collected legally. This can be
done through a safe and secure digital platform.

In relation to the preceding discussions, the
study, entitled “Consent as a Basis of Pro-
cessing Personal Data on the Internet of Things
by Elevant” (2021), found that protection of in-
dividuals in relation to the processing of per-
sonal data is a fundamental right.

Therefore, in accordance with the General
Data Protection Regulation (GDPR), a Euro-
pean regulation on information privacy, pro-
cessing of personal data is allowed only under
anumber oflegal bases and one of which is con-
sent. In order for consent to be valid, it must be
freely given, specific, unambiguous.

Table 6. Test of Significant Difference in the Evaluation among the Three Groups Respondents in

terms of Organizational Measure

Group Mean Standard Deviation F-ratio p-value Interpretation
BPO 24267  0.1054
Frontline 2.405 0.0812 0.1161 0.89117 Not Significant
Clients 24183  0.0293

The comparison analysis using One-Way
ANOVA reveals that the computed F-ratio is
0.12 with p-value of 0.89. Since the p-value is
greater than 0.05, the null hypothesis is not re-
jected. This means that the three groups of re-
spondents were the same in their evaluation of
the digitization of services in SSS; hence, there
is no significant difference.

With this, it simply means that the three
groups of respondents unanimously look at
how SSS uses technology to provide services,
agreeing that there is not much difference be-
tween them.

So, SSS must make sure that people's per-
sonal information is kept safe and mist employ
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people who could be 100% responsible for pro-
tecting data and for making sure the system
runs smoothly. These people are called data
protection officers and assistant data protec-
tion officers.

In relation to the preceding discussions, the
study, entitled “The Role and Significance of the
Data Protection Officer in the Organization” by
Sidlauskas (2021) notes that organization must
ensure and demonstrate compliance with all
the principles of the General Data Protection
Regulation, and the appointment of a DPO can

be one of the measures required to implement
the principle of accountability.

According to the GDPR, non-compliant
companies may face ones of up to 20 million eu-
ros or 4% of worldwide turnover and damage
claims from violations. Companies stand to lose
revenue, as well as endure reputational dam-
age should they breach the GDPR. The DPO
must make sure that the organization complies
with the GDPR and prevent any infringement
on its provisions.

Table 7. Test of Significant Difference in the Evaluation among the Three Groups Respondents in

terms of Physical Measure

Group Mean Standard Deviation F-ratio p-value Interpretation
BPO 2.4817 0.093

Frontline 2.4883 0.133 0.11607 0.8912 Not Significant
Clients 2.515 0.1479

The comparison analysis using One-Way
ANOVA reveals that the computed F-ratio is
0.12 with p-value of 0.89. Since the p-value is
greater than 0.05, the null hypothesis is not re-
jected.

This means that the three groups of re-
spondents were the same in their evaluation on
the digitization of services in SSS; hence, there
is no significant difference.

With that, it simply implies that the three
groups of respondents provided an equivalent
evaluation of the digitization of services in SSS,
as measured by physical means. Notably, there
exists no considerable difference in their eval-
uations. It is pertinent to mention that the data
collection from clients is an exclusively author-
ized activity, and only personnel who have

been authorized are permitted to undertake
this task.

Furthermore, the names of these author-
ized personnel are made public in the SSS area
where data collection takes place.

In relation to the above discussions, accord-
ing to the General Data Protection Regulation,
all organizations are required to implement
physical measures to ensure data security. This
includes providing access to premises while
maintaining data security.

Examples of such measures include in-
stalling intruder alarms with access verifica-
tion, categorizing different areas of buildings
based on risk levels (such as server rooms),
physically protecting IT equipment, and in-
stalling locks in each office.

Table 8. Test of Significant Difference in the Evaluation among the Three Groups Respondents in

terms of Technical Measure

Group Mean Standard Deviation  F-ratio p-value Interpretation
BPO 2.465 0.0959
Frontline 2.4733 0.2675 0.15962 0.8539 Not Significant
Clients 24217 0.0763

The comparison analysis using One-Way
ANOVA reveals that the computed F-ratio is
0.16 with p-value of 0.85. Since the p-value is
greater than 0.05, the null hypothesis is not re-

jected. This means that the three groups of re-
spondents were the same in their evaluation of
the digitization of services in SSS; hence, there
is no significant difference.
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With that, it means that the survey results
indicate that all three groups of respondents
share the same perspective on the technical as-
pect of digitized services in SSS. The evalua-
tions do not show any significant differences.
To ensure data privacy and security, a layer of
protection is implemented in the SSS data sys-
tem access, which is determined by the Data
Protection Officer.

Supporting the previous discussion, ac-
cording to International Business Machines
(IBM), data security solutions must be effec-
tively implemented to safeguard an organiza-
tion's information assets from cybercriminal
actions.

To address the risks posed by insider
threats and human mistake, which continues to
be major contributors to data breaches in the
present day, data security must entail imple-
menting methods and technology that improve
the organization's ability to monitor the where-
abouts and utilization of its vital data. These
tools should ideally possess the capability to
implement safeguards such as encryption, data
masking, and redaction of sensitive files.

Additionally, they should automate the pro-
cess of generating reports to speed audits and
ensure compliance with regulatory standards.

Problem 4: Difficulties encountered in the digitization of services
Table 9. Respondents’ Evaluation as to the Difficulties in the Digital Services of the Philippine Social
Security System in terms of Processing of Personal Data

(Indicators) B

FRONT
LINERS

CLIENTS TOTAL

WM | VI WM

i WM | VI

The specimen signature and
personal information of the
member/Data Subject are
non-available in My.SSS
application.

VS 3.52 Vs 2.98 ] 1

The warehouse used as a dis-
posal area of physical docu-
ments/data is manned by
agency personnel

1.93 PS 3.10

V7]
W
A
o

Vs 2.87 s 2

The WINS Member Detail In-
formation has no archived
records, which should con-
tain specimen fingerprints,
signatures, and images of
authorized representatives,
dependents. and other bene-
ficiaries for future refer-
ence.

5 3.49 ] 2.81 s 3

Lh

Data control as job order em-
ployees and service provid-
ers has access to member's
data.

2.07 PS

2.81 s 3.

N

Poorly scanned collected forms
in the Asrchived Record
Membership System
(ARMS) contaimm personal
information, specimen fin-
gerprints, and signatures,
resulting in a loss of docu-
ment integrity when sub-
jected to document compar-
ison and/or validation.

There is no control over dis-
closing personal infor-
mation to other parties.

1.89 PS 2.65

s 2.69 s 241 PSs 6

Average Weighted Mean 1.96 PS 3.10

= 3.28 | VS 2.78 S

Table 9 presents the respondents’ evalua-
tion as to the difficulties encountered in the
digitization of services in the Philippine Social

Security System in terms of processing of per-
sonal data.
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Based on the scores, an overall Weighted
Mean of 2.78 interpreted as Serious was ob-
tained. This means that although SSS employs
digital services to process personal data, still,
there islack of control when it comes to disclos-
ing of personal information. Physical document
disposal is carried out in warehouses which are
manned by agency personnel. However, the
WINS Member Detail Information lacks ar-
chived records, such as fingerprints and signa-
tures of authorized representatives, depend-
ents, and other beneficiaries. Job order employ-
ees and service providers have access to mem-
bers' data, which can lead to data control is-
sues. Poorly scanned forms in the Archived
Record Membership System (ARMS) contain-
ing personal information, fingerprints, and sig-
natures can cause document integrity loss.
Likewise, the specimen signature and personal
information of the member or data subject are
not available online.

According to the Organization for Economic
Co-operation and Development (OECD),
(2019), lack of common approaches and rules
for sharing data across countries, particularly
personal and other confidential data, has lim-
ited cross-border data access and sharing. This
remains an issue despite the wide recognition
of the need for international arrangements and
legal interoperability as articulated in the Prin-
ciple on International access and use of the
OECD Recommendation of the Council for En-
hanced Access and More Effective Use of Public
Sector Information (hereafter the OECD PSI
Recommendation) (OECD, 2008). The principle
calls for seeking greater consistency in access
regimes and administration to facilitate cross-
border use and implementing other measures
to improve cross-border interoperability, in-
cluding when there have been restrictions on
non-public users.

Table 10. Respondents’ Evaluation as to the Difficulties in the Digital Services of the Philippine So-
cial Security System in terms of Organizational Measure

FRONT

LD LINERS

CLIENTS

TOTAL

(Indicators)

WM WM VI WM

VI

WM | VI

There is no established
manual for digital transfor-
mation systems and frand
policies used as the basis
for countermeasure.

2.10 | PS VS 3.28

VS

292

Updates on SSS's mternal
operational procedures
are discussed only with
the front liners, exclud-
ing investigators and
other employees.

PS Vs

Some employees do not
read and understand the
numerous policies and
manuals relating to data
security management.

194 | PS 3. Vs 3.28

Vs

2.87

57}

Employees disclose person-
al data of members
when the requesting
party is a friend.

1.93 | PS | 3.36 3.28

Vs

2.86

Data security management
is not part of the corpo-
rate orientation course
conducted by the newly
hired/absorbed employ-
ees.

1.90 | PS | 3.09 3.29

Vs

276

The management has less
priority in strengthen-
ing digital data security.

1.90 | PS | 3.09 S 3.29

VS

2.76 S

1.96 | PS | 3.28 VS 3.29

Average Weighted Mean

VS

284 | S

Table 10 presents the respondents’ evalua-
tion on the difficulties encountered in the digit-
ization of services in the Philippine Social Secu-
rity System in terms of organizational measure.

Based on the scores, an overall Weighted Mean
of 2.84 interpreted as Serious was obtained.
This simply means that Philippine Social Secu-
rity System's digital services have not met
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satisfactory standards. There are lack of em-
phasis on data security management, absence
of manuals for digital transformation systems
or fraud policies, and insufficient awareness
among employees regarding data security poli-
cies. The management appears to have little re-
gard for digital data security, and internal pro-
cedural updates are not communicated to in-
vestigators and other personnel. It is crucial to
take necessary measures to address these is-
sues and guarantee the safety of users.
According to Sbriz (2021), in organizations,
the topic of enterprise risk management pre-
sents a twofold problem: the calculation of the
level of risk and effective communication to top
management. An accurate risk evaluation loses
all its effectiveness if it is not properly under-
stood by managerial executives with decision-
making power. For effective communication, it
is necessary to accurately represent the situa-
tion, connecting the business processes well
known to top managers with their most signifi-

cant threats. Knowing how to describe infor-
mation security risk to top management effi-
ciently is essential to aid decision-making and
ensure an organization is secure. Once the risk
is communicated, mitigation proposals can be
further examined, detailed, and discussed.

Table 11 presents the respondents’ evalua-
tion on the difficulties encountered in the digit-
ization of services in the Philippine Social Secu-
rity System in terms of physical measure.

Based on the scores, an overall mean of 2.97
interpreted as Serious was obtained. This
simply means that in the digitization of Philip-
pine Social Security system, there are security
risks associated with it. There is no dedicated
CCTV operator. Sharing of electronic accounts
and using of flash drives that can pose threats
to the security of the system are sometimes
present.

The implementation of digital transfor-
mation programs and policies to detect fraud
has not been prioritized adequately.

Table 11. Respondents’ Evaluation as to the Difficulties in the Digital Services of the Philippine So-
cial Security System in terms of Physical Measure

FRONT

L LINERS

(Indicators)

CLIENTS

WM | VI | WM VI

WM

VI RANK

There 1s no assigned CCTV
operator who monitors
24/7 the wvital installa- | 2.
tions

i
(5]
[¥]
[
s
L=l

Vs
where data 1s

stored.

Vs

[
[
(=t

Flash
drives  used 1o
company  information,
mcludmg members' de- | 239 | PS
tails, are issued to other
employees aside from
the managers and super-

hard
sloTe

drives and

S
[
%)

Vs

5]

36 | VS

wd
=
%]
]
]

5558 employees who violate

3.29
daila  breaches are nol

Vs

VS | 3.01

mail
online

elecironie
and

modules are sometimes
shared by two or more

Corporale
accountis

[

35 P&

regular and contractual
cmployees.

3.36 2499 5 4

Documents are transported
from the branch to the
storage facilities by con-
tractual employees and | 3.19 5
Jjanitors in some branch-
cs where there i1s a lack
ol manpower.

2.74 5

2.63 5 2.85

Programs and policies for
digital
mncluding  digital fraud
detection  and  control

iransformation,
219 | PS

are less prioritized.

2.84 5 6

Average Weighted Mean 250 | PS 3.19 5

3.21 s 297 el
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Furthermore, some branches experience
lack of manpower, and documents are trans-
ported by contractual employees and janitors,
which can also lead to security risks.

According to Southekal (2022), the amount
of data generated by businesses today is un-
precedented. As this growth of data continues,
so do the opportunities for organizations to de-
rive value from data.

A report from MIT says that digitally ma-
ture firms are 26% more profitable than their
peers. The McKinsey Global Institute indicates
that data-driven organizations are 23 times
more likely to acquire customers and 19 times
more profitable than peers. But deriving value
from data is an evolutionary process, just like
the business itself. The needs of businesses
constantly change; organizational capabilities
continuously mature; data sets grow, improve,
and sometimes even degrade; and the techno-
logical capabilities to capture, store, and pro-
cess the data improve over time.

The DX programs and the MDM solutions, if
managed well by applying the above three

rules, can play a pivotal role in managing
change and improving business performance.

Table 12 presents the respondents’ evalua-
tion on the difficulties encountered in the digit-
ization of services in the Philippine Social Secu-
rity System in terms of technical measure.
Based on the scores, an overall Weighted Mean
of 3.22 marked as Serious was obtained. This
only goes to show that the Philippine Social Se-
curity System faces significant technical chal-
lenges in its digitization of services that require
immediate attention. The current system lacks
adequate data storage, digital data security
training, and comprehensive manuals for data
security management. Moreover, the database
systems used are not designed for data match-
ing, and the data bank or web inquiry system
does not display archived signatures, finger-
prints, and images of members.

Additionally, flash drives and hard drives
provided to authorized personnel can be used
outside of SSS, leaving them vulnerable to virus
contamination. It is imperative to take prompt
and decisive action to resolve these issues and
ensure the efficient operation of the system.

Table 12. Respondents’ Evaluation as to the Difficulties in the Digital Services of the Philippine So-
cial Security System in terms of Technical Measures

FRONT-

D LINERS

(Indicators) CLIENTS

TOTAL

WM | VI [ WM | VI | WM | VI

WM Vi RANK

The data bank or
web inquiry sys-
tem (WINS) does
not show the ar-
chived signature,
fingerprint, and
image of the
member when
performing verifi-
cation of member-
ship status.

2.16 | PS 3.72 | VS

There is limited data
storage, which
leads to the slow-
ing of the system.

2.14 | PS 3.99 VS

There is limited digi-
tal data sccurity
training conduct-
ed.

223 | PS 3.68 | VS

There is no compre-
hensive manual
for data security
management.

3.74 VS| 3.68 | VS

Systems used in the
database are not
designed for data
matching.

2.30 | PS

W
—
N
7]
W
W

Flash drives and hard
drives issued to
authorized person-
nel are also used
outside SSS,
hence at risk of vi-
rus contamination.

S
w
=]

PS

W
n
W

VS

w
n
0

VS

Average Weighted
Mean

2.22 | PS 3.77 | VS| 3.66 | VS

3.22 S
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According to Belanger (2022), many com-
panies expose themselves to many security
threats since their USB security programs lack
adequate measures to ensure data security. In
a recent survey, it was found that approxi-
mately 58% of organizations lack safe listing
and USB port control software for managing
flash drive usage. The same survey found that
only 47% of businesses require their employ-
ees to encrypt data stored in USB drives.

Furthermore, 53% of companies lack appropri-
ate controls for detecting and preventing users
from downloading sensitive data onto unau-
thorized USB devices.

While at least 90% of employees worldwide
use USB devices for work-related reasons, it is
worrying that more than half of companies do
not allow flash drives or use USB port controls
to manage USB connections or encrypt data
stored in flash drives.

Problem 5: Counter measures to the difficulties encountered
Table 13. Respondents’ Evaluation as to the Counter Measures to Address the Difficulties Encoun-
tered in the Digital Services of the Philippine Social Security System in terms of Processing

of Personal Data

FRONT-

BPO LINERS

(Indicators)

CLIENTS

TOTAL

WM VI | WM | VI

WM

VI Vi

Disclosure and sharing of per-
sonal data to third parties
should be granted only with
prior consent or authority
from the Data Subjects or if
subjected to judicial order or
covered by a data sharing
agreement.

]
W
(=}

(%2}
]

Fingerprint. signature. and photo
of spouse and other depend-
ents/ beneficiaries should be
part of the detail information
of the member for future
claim

w
)
w
)

w

)
(=]

HR

()
h

Access to the documents con-
taining personal data submit-
ted to the SSS should be lim-
ited only to regular employ-
ees. excluding casual and
contractual employees.

%

HR

]

W
(=]

HR

[’%]
)
—

HR

(]
i

Storage and retention of physi-
cal/ electronic documents
containing personal data
should be archived/kept in a
secure and protected record | 3.35
rooms/offsite storage facili-
ties or receptacles/cabinets
pursuant to the policies is-
sued.

w
N

3

Fingerprint and signature. photo.
and scanned documents used
in the membership registra-
tion. application of SSS pro-
grams, and other transac-
tions should be integrated
into one digital module.

w
¥
-3

PR

w
¥
o

HR

)

HR

W
o
(=]

HR 5

Physical documents/data 1n stor-
age devices should be dis-
posed/ permanently erased in
accordance with records re-
tention, screening and dis-
posal.

W
N
=)}

PR

W
o
[}

w

2
[

W
[
[~]

HR

Average Weighted Mean 3.32 3.29 | HR

3.33

HR HR

Table 13 presents the respondents’ evalua-
tion as to the proposed measures in the digiti-
zation of services in the Philippine Social Secu-
rity System in terms of processing of personal
data. Based on the scores, an overall Weighted
Mean of 3.31 was obtained marked as Highly

Recommended. It must be noted that it is cru-
cial that digital platforms prioritize the protec-
tion of personal data and ensure that infor-
mation is only shared with third parties when
authorized by the Data Subjects, a judicial or-
der, or data-sharing agreement. To simplify
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processes like membership registration, SSS
program applications, and other transactions, a
digital module must be created immediately to
integrate fingerprint, signature, photo, and
scanned documents. Only regular employees
should have access to the document containing
personal data submitted to the SSS, excluding
casual and contractual employees. To safe-
guard important personal data, physical and
electronic records must be archived and kept in
secure and protected record rooms or offsite
storage facilities under strict policies. For fu-
ture claims, spouses’, dependents’, and benefi-
ciaries' fingerprints, signatures, and photos
must be taken as a crucial part of their detailed
information.

Lastly, it is of utmost importance that phys-
ical documents and data in storage devices are
properly disposed of or permanently erased by
RRSD/ISSP to ensure that no personal data is
compromised.

According to Kablawi (2022), typically,
when an organization realizes it is in posses-
sion of data that are no longer required, it is be-
cause employees have not been accessing those
data on a daily basis, which can result in over-
looking data protection measures and making
data vulnerable to breach. Certain regulations
require organizations to enforce a retention
policy for deleting data. To be in compliant with
those regulations, enterprises must take data
disposal seriously and abide by the data sub-
ject’s right to have their personal information
deleted if they withdraw their consent for the
organization to use and process their data.

In addition to compliance, understanding
the importance of data disposal can help organ-
izations protect personal data from being
leaked via data breaches, which, in turn, pre-
vents the organization’s reputation from being
damaged and saves the cost of remediation ef-
forts and/or additional storage space.

Table 14. Respondents’ Evaluation as to the Proposed Measures to Address the Difficulties encoun-
tered in the Digital Services of the Philippine Social Security System in terms of Organiza-

tional Measures
BPO FRONE | cLents | ToTAL
(Indi s) W . RANK
WM | VI | WM [ VI M VI | WM | VI
SSS  should encourage all
employees to report all
incidents of unauthorized | 3.33 | HR | 3.36 HR | 336 HR 335 [HR 15
disclosure of personal da-
ta.
There should be strict in the
formulfuiml and imple- 335 | HR | 335 HR [335] HR 335 | HR 15
mentation of digital ser-
vices to guide the SSS
There should be integration
and simplification of var-
ious policies pertaining to
manual of procedures in | 3.28 HR | 3.36 PR |3.26 | HR 3.30 | HR 25
the issuance benefits and
data security manage-
ment
Data security management
should be part of the cor-
porate orientation course [« <o ol S oo e [ aoe | ur | 330 | R B
conducted to the newly
hired/absorbed  employ-
ces.
There should be proper rep-
resentation of various de-
partments that would for- | 3.31 HR | 3.29 HR | 328 HR 3.29 |HR 3
mulate data security poli-
cies and technical guide-
Programs and policies for
digital transformation
and digital fraud detec-| 331 [ HR | 3.26 | PR |3.26 | PR 3.28 |HR 4
tion and control should
be prioritized.
Average Weighted Mean 3.32 | HR | 3.32 HR |3.30 | HR 3.31 |HR

Table 14 presents the respondents’ evalua-
tion as to the proposed measures in the digiti-
zation of services in the Philippine Social Secu-
rity System in terms of organizational measure.

Based on the scores, an overall Weighted
Mean of 3.31 was obtained marked as Highly

Recommended. Basing on the score, the pro-
posed measures for digitizing services in the
Philippine Social Security System received a
highly commendable recommendation in
terms of organizational measures. It is impera-
tive that SSS management fosters an
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environment where employees feel comforta-
ble reporting any incidents of unauthorized
personal data disclosure. To ensure proper
representation of various departments that
formulate data security policies and technical
guidelines, SSS must develop and implement
digital services without any further delay.
Moreover, digital security management should
be an integral part of the corporate orientation
course for newly hired or absorbed employees.
Policies related to manual procedures for ben-
efit issuance and data security management
should be streamlined and integrated immedi-
ately. Finally, priority should be given to pro-
grams and policies focused on digital transfor-
mation, as well as digital fraud detection and
control, as they are of utmost importance.

According to Hani (2021), the complexities
of state-sponsored terrorism, professional
criminals, and basement bad actors are becom-
ing more difficult to comprehend, track, expose,
and prevent. In today’s world, detecting fraud
requires a comprehensive approach that
matches data points with activities to deter-
mine what is abnormal.

An international tech giant behemoth has
unveiled details of its upcoming Al-powered
chip designed to bring deep learning inference
to enterprise workloads to help address fraud
in real-time and to identify and stop a variety of

fraud attacks and crime quickly and accurately
while improving customer and citizen experi-
ences.

The Artificial Intelligence chip includes on-
chip acceleration for Al inference during a
transaction. The breakthrough of the new on-
chip hardware acceleration, which took three
years to develop, is intended to help customers
achieve business insights at scale across bank-
ing, finance, trading, insurance applications,
and customer interactions.

Table 15 presents the respondents’ evalua-
tion as to the proposed measures in the digiti-
zation of services in the Philippine Social Secu-
rity System in terms of physical measure. The
measures mentioned received weighted means
ranging 3.31 to 3.27, all interpreted as Highly
Recommended.

But ranking them would place indicators
Corporate electronic mail should be strictly
used by the account user and CCTV cameras
with CCTV operators should be installed in the
receiving area/data processing facilities on top
with WM of 3.35 while indicator CCTV cameras
with CCTV operators should be installed in the
receiving area/data processing facilities with
WM of 3.27 would be at the bottom. To this end,
CCTV cameras should be installed, and opera-
tors be assigned in the receiving area and data
processing facilities.

Table 15. Respondents’ Evaluation as to the Proposed Measures to Address the Difficulties encoun-
tered in the Digital Services of the Philippine Social Security System in terms of Physical

Measures
FRONT
T - BPO LINERS CILIENTS TOTAIL
WM Vi WM Vi WM Vi WM Vi RANK
Corporate electronic
mail  should be - - ) _
strictly used by the 3:32 IR 3.41 R 3.32 R 335 TR 1.5
account user.
CCTV cameras with
CcCcTVvV opecrators
should be installed | ;54 | yr | 341 |HR | 335 | HR [ 335 | uRr 1.5
in the receiving ar-
ca/data  proccssing
facilities.
Risk management
should include
evaluation of per- 3.33 HR 3.30 HR 3.34 HR T HR 2
sonnel compliant
to data security.
Flash drives/hard
drives used to store
data should be is-| 335 | yr | 320 | R [ 3.29 | ¥R | 3.30 | BR 3
sucd only to the
managers and sua-
pPervisors.
Transportation of doc-
uments from the
branch to the stor-
age facilitics
should be trusted 3.28 HR 3.30 HR 3.27 HR 3.28 HR 4
only to assigned
regular employees
for thceir accounta-
bilities.
Devices used to detect
counterfcited docu-
ments should be 3.26 PR 3.30 TR 3.26 IR 327 IR 5
procured in the ser-
vicing branches.
Average Weighted | 3309 | AR | 3.34 |AR | 3.30 [ BR | 3.31 | AR
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The corporate email system should be
strictly used by authorized account users only.
It is imperative that the transportation of doc-
uments from the branch to the storage facilities
is entrusted only to assigned regular employ-
ees who will be held accountable. Flash drives
and hard drives used to store data should be re-
stricted to managers and supervisors. Risk
management must include evaluating person-
nel compliance with data security policies. Fi-
nally, it is recommended that the servicing
branches procure devices that can detect coun-
terfeit documents.

According to Northlak (2023), fighting
counterfeit documents requires international
collaboration and information sharing among
governments, organizations, and law enforce-
ment agencies. Sharing knowledge, best prac-
tices, and intelligence on emerging counterfeit

techniques enhances collective efforts to com-
bat this threat. Collaborative databases and se-
cure communication channels facilitate swift
information exchange, enabling stakeholders
to stay vigilant and respond efficiently.

NorthLark takes a comprehensive ap-
proach to combatting counterfeit documents
by integrating advanced security features, opti-
cal and digital verification, ML and Al, docu-
ment forensics, and international collabora-
tion. In addition, NorthLark has developed its
own facial biometric identification and verifica-
tion Al technology and has a dedicated team of
experts.

This allows NorthLark to strengthen its ca-
pabilities in identifying and countering coun-
terfeit documents, further mitigating risks,
safeguarding operations, and maintaining
trust, by continuously investing in research.

Table 16. Respondents’ Evaluation as to the Proposed Measures to Address the Difficulties encoun-
tered in the Digital Services of the Philippine Social Security System in terms of Technical

Measures
FRONT-
i 5 BPO LINERS CLIENTS TOTAL
1 S,
WM VI WM VI WM VI ]‘\z VI RANK
Detection of fake, altered.
and fravdulent document | 3 35 | pr [ 340 [ HR | 334 | HR |3.37 [HR 1
attention.
Flash drives and hard drives
should be restricted only 3.32 HR 3.38 | HR | 3.39 HR | 3.36 | HR 2
to SSS computers.
The data processor should
be provided with train-
ing/seminar related to de- 3.33 HR | 3.40 | HR 3.28 HR |[3.34 | HR 3
tection and prevention of
identity theft.
The data processor should
strictly examine the au-
thenticity of submitted/
Eﬁ?ce:::lmiofizf;[301;}:5 3.33 HR | 3.41 HR | 326 | HR |3.33 | HR 4
ments, accepted identifi-
cation cards, and other
supporting documents.
There should be formulation
of data security manual 333 HR 328 | HR 327 HR |3.20 | HR 5
to integrate control meas- - S - - -
ure against identity theft.
The system to Integrate bio-
metric  system, digital
signature, image display,
and scanned document
j:sll]’i‘r‘l‘ ‘:ffd ;;‘eglbeer‘;]‘i‘l; 320 |HR | 326 | HR | 326 | PR |327 [ HR 6
registration, application
of SSS programs, and
other transactions should
be upgraded.
Average Weighted Mean 3.32 HR | 335 | HR | 3.30 | HR [3.33 | HR

Table 16 presents the respondents’ evalua-
tion as to the proposed measures in the digiti-
zation of services in the Philippine Social Secu-
rity System in terms of technical measure.
Based on the scores, an overall Weighted Mean
of 3.33 marked as Highly Recommended was
obtained. This result only shows that technical
measures can solve the problems at all times. In
order to detect fake, altered, and fraudulent

documents, advanced technology needs to be
employed.

Data processors should be provided with
training and seminars to prevent identity theft.

A data security manual should be formu-
lated to integrate digital measures against cy-
bercrimes.

The use of flash drives and hard drives
should be restricted to SSS computers only.
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Data processors should thoroughly examine
the authenticity of submitted or presented doc-
uments such as government-issued documents,
accepted identification cards, and other sup-
porting documents. Additionally, the system
should be upgraded to integrate biometric sys-
tems, digital signatures, image display, and
scanned document display for the validation of
membership registration, SSS program applica-
tion, and other transactions.

According to Ponti (2021), the SSS reported
that the pandemic combined with their digital-
ization efforts to mitigate the impact had re-
sulted in a surge in SSS electronic transactions.
The agency said that transactions through the
SSS’s electronic channels accounted for 75% of
the total in 2020, up from 35% in the previous
year. Manual transactions, in turn, dropped
from 65% of the total in 2019 to just 25% in
2020. The agency also registered 11.14 times
jump in the download of its mobile app in 2018

from the 3.12 million downloads as of end-De-
cember 2019.

Meanwhile, lawmakers in the country have
urged the SSS and other agencies to continue to
invest more aggressively in boosting their
“computing capacities” so that they can deliver
superior services to the public over the digital
space. Agencies should continue to improve
and expand their transactions so that their re-
spective members can conveniently do them
online.

Problem 6: Proposed integrated policy for
strategic approach

This study was conducted to assess the dig-
itization of services in the Social Security Sys-
tem in terms of processing of personal data, or-
ganizational measures, physical measures, and
technical measure. And based on the findings of
the study, an integrated policy for strategic ap-
proach to digitization was proposed.

Integrated Policy for Strategic Approach to Digital Services in the Philippine
Social Security System

Person &
I Proposed Program Goals / | Organization I Success
ki Activity Outcomes Involved Beneficiaries | yngicators
Processing of To collect person-
Personal Data al data after ob-
taining consent
To ensure -the |2nd verily the
confidentiality idaitity, of THE it | SS5
= 2 dividual. The col- | managemoent
and safety of the lested daiti ia
Processing  of lcr:‘fif::;aug;‘“‘:‘;‘; stored securely in
Personal Data ezie 3 the cloud with
SSS has to imple- | 125 ST s and
ment: a range of | Lted access an
The specimen | oo res  across monitored retriev-
signature and | T etoms. TI:e al. Prior approval
personal  infor- M ‘1;1; applica. | 15 Recessary for
mation of the | Y¥PR0  APDICA” | sharing  the data, More
member/Data e me'rnber'sq1er and disposal fol- secured
Subject are non- | - > PEI| jows regulations digital ser-
2 = sonal details and -
available in | . vices of the
s < signature  as  a | . . s
My SSS applica- means of valida- To ensure the se- Social  Se-
tion. t curity of the data, curity
ton. SSS Management System
Organizational assigns Data Pro-
Measure Organizational tection Ohcers
st and Assistant Da-
There is no es- ta Protection Of-
tablished manual — ficers to overseec
. > SSS s d
for digital trans- l?'L 7.53 shoul system opera-
establish  organi-
formation sys- | o Gonal olicies | fons. conduct
tems and fraud | TOHORAL DOREES | technical  evalua- | SSS
policies used as | o0 I8N o | tions before sys- | Business  pro-
the basis for the fraud reverition tem utilization, | cess owners
countermeasure. | UG PPETEANON | perform  system
foundation of the | 20dits every six
Physical Meas- months, conduct
- countermeasures. %
ure employes  semi-
nars every two
There is no as- B ) years, and review/
signed  CCTv | Physieal  Meas— || gt data seeu-
operator whao rity policies and
monitors 2477 To enhance phys- regulations
the vital installa- | ., security, | hrough  a  tech-
tions where data (“Cl v Opemlo}; nical working 888 stakchold-
15 stoxed. must be assigned | $TOUP- ]
Technical to_actively moni- | 1, ohqure that on-
Measure crin‘z:a] : installa. ly authorized per-
sonnel collect cli-
t ot data .
The data bank or ijsosl;;r:d Skl ent data from the Protection
web Ingquiry sys- : monitored collec- of the in-
tem (WINS) tion and storage tegrity of
does not show area while Data the records
the archived sig- Ixhnical Meas- | pooiection OfTie- al the maxi-
nature, finger- ers supervise nei- mum level.
print and image SRg work access. Au-
T'he SSS internal
of the member data  bank band thorized wusers of
when perform- web inquiry sys- the SSS data sys-
ing wverification e (“-'I'N'S) m'“;( tem will have to
otl mmcmbﬁ:r:.h)p display the mem- fc?glster pass-
stams. ber's archived | Words ““Z‘“Bhed
signature, finger. | SYSFY six months. |
print. and photo t'i]“- g'}f‘f‘ '“’“—“'l -r‘j-"-" i
for cMficient verio | Hon icer mus ront-liners
fication of mem. | Sompile and re-
bership statis view log-in  and
- log-out record
daily
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Based on the findings of the study, the fol- 3. Data security management should be part
lowing conclusions were drawn. of the corporate orientation course con-
1. Additional physical and electronic paper- ducted to the newly hired/absorbed em-

work, including personal data, is required ployees.

by the Philippine Social Security System. 4. More CCTV cameras with assigned CCTV

It must be archived/appropriately stored operators should be installed in the receiv-

in a secured record room/offsite storage fa- ing area/data processing facilities.

cilities or receptacles/cabinets, according 5. Detection of fake, altered, and fraudulent

to policies. document should be done through the aid
2. Through digital channels, the Philippine So- of advance technology.

cial Security System reveals and exchanges 6. Formulation of data security manual to in-

personal data with other parties. It has lim- tegrate digital measure against cyber-

ited control over those granted only with crimes should be done

the previous consent or authorization of

the Data Subjects, or if subject to a judicial References

order or covered by a data-sharing agree- Acopiado, I. (2022). Digital payment adoption

ment. during the COVID-19 pandemic in the
3. Data security management is available in Philippines. Retrieved December 02,

the Philippine Social Security System, but it 2022, from https://philjour-
is not included in the corporate orientation nalsci.dost.gov.ph/im-

course for newly hired/absorbed employ- ages/pdf/pjs pdf/vol151no3/adop-

ees. tion of digital payment during pan-

4. The Philippine Social Security System has demic in the Phils .pdf

CCTV cameras installed and assigned CCTV ~ Adomela, 0. (2021). Towards an effective Infor-

operators in the receiving area/data pro- mation Assurance and Risk Management

cessing facilities. (IA&RM) guide: A case study. Retrieved
5. The Philippine Social Security System does June 01, 2022, from https://www.re-
yet to use advanced technology to detect searchgate.net/publica-

fake, altered, and fraudulent documents. tion/351587268 Towards an Effec-

6. SSS still has to use advanced technology to tive Information Assur-

formulate a comprehensive data security ance and Risk Manage-

manual to integrate digital measures ment IARM Guide A Case Study

against cybercrimes. Alokluk, J. (2019). Archiving and document

management at Tabiah University: A case

Based on the findings and conclusions of study. Retrieved May 01, 2021, from
the study, the researcher strongly recommends https://www.researchgate.net/publica-
the following: tion/336012392
1. Storage and retention of physical / elec- Alzubi, 0.A., Qiqieh, I. & Alzubi, J.A. Fusion of

tronic documents containing personal data deep learning based cyberattack detec-

should be archived/kept in a secured and tion and classification model for intelli-

protected record rooms/offsite storage fa- gent systems. Cluster Comput 26, 1363-

cilities or receptacles/cabinets pursuant to 1374 (2023).

the policies issued. https://doi.org/10.1007/s10586-022-
2. Usingdigital platform to disclose and share 03686-0

personal data to third parties should be Amhag, L., Hellstrom, L., & Stigmar, M. (2019).

granted only with prior consent or author- Teacher educators’ use of digital tools and

ity from the Data Subjects or if subjected to needs for digital competence in higher
judicial order or covered by a data sharing education. Journal of Digital Learning in
agreement. Teacher Education, 35(4), 203-220. Re-
trieved December 02, 2023, from

https://doi.org/10.1080/21532974.2019
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