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ABSTRACT

In today’s digital society, the widespread use of social media and
online platforms has intensified concerns about the protection of per-
sonal information. This study examined the data privacy attitudes of
Information Technology (IT) students at Bulacan State University,
who are among the most engaged users of digital technologies. Using
a descriptive survey administered to 350 students across year levels,
the study explored their awareness of privacy policies, attitudes to-
ward data sharing, and comfort with online tracking. Results indicated
that while most students expressed high concern for online privacy
and rated it as highly important, many simultaneously valued the ben-
efits of free access to social media platforms despite potential risks to
their personal information, demonstrating the persistence of the pri-
vacy paradox. Students also showed discomfort with being tracked for
targeted advertising, yet their reliance on Facebook and other plat-
forms underscores vulnerabilities in privacy practices. A majority rec-
ommended that privacy awareness training be provided during their
first year of study, highlighting the need for early intervention. Find-
ings suggest that embedding privacy literacy in the IT curriculum, in-
stitutionalizing university-wide orientations, and aligning with the
Philippine Data Privacy Act of 2012 are essential to building a culture
of responsible data handling and compliance in higher education.

Keywords: Data Privacy, Data Privacy Awareness, Information Tech-
nology, Online Privacy, Privacy Attitudes

Background

individuals should be more careful about how

Nowadays, almost everyone is using the in-  they share their information, specifically sensi-
ternet to share their information on different tive personal information, online (Wachter &
available platforms. In this advancing digital Mittelstadt, 2019). Additionally, individuals
age of big data and artificial intelligence, should be more aware of how their data is
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being processed by different online platforms
and whether itadheres to the General Data Pro-
tection Regulation (GDPR). GDPR provides
principles, provisions, standards, and guide-
lines for different countries to follow in imple-
menting data privacy (General Data Protection
Regulation [GDPR], 2022).

The Republic of the Philippines is one of the
many countries implementing its data privacy
law patterned after GDPR. The Republic Act No.
10173, otherwise known as the Data Privacy
Actof2012 (DPA), provides policies, standards,
and guidelines on how data privacy in the Phil-
ippines should be handled by companies, insti-
tutions, and even universities (National Privacy
Commission [NPC], 2012). Everything a Fili-
pino must know regarding data privacy, its pro-
visions, the National Privacy Commission
(NPC), processing of personal information,
rights of the data subject, security of personal
information, accountability for transfer of per-
sonal information, security of sensitive per-
sonal information in government, and penalties
is all provided within the DPA. According to the
study conducted by NPC in 2017, 94% of Filipi-
nos cared about how their personal data is be-
ing processed, while 85% agreed that their
rights as data subjects are important (NPC,
2017). Additionally, in the University of the
Philippines forum roundtable discussion in
2019, their medical records division is aware of
the DPA and implements measures to ensure
that their data are protected (University of the
Philippines [UP], 2019).

Bulacan State University (BulSU) is one of
the state universities situated in the City of
Malolos, Bulacan, that implements data pri-
vacy. BulSU provides a privacy policy to its stu-
dents that serves as a guide on how the stu-
dents’ data is processed. Additionally, students’
rights as data subjects are provided for them to
be aware of what their rights are according to
the DPA (Bulacan State University [BulSU],
2022). Since data privacy deals with personal
information being processed in information
and communications systems, students should
be aware of how their information is being col-
lected and processed since their admission to
the university. Information Technology (IT)
students, being more aligned with such a

concern, specifically in this digital era, should
be more aware of such policies of the university
and the DPA (Bhatnagar & Pry, 2020), and
should have better attitudes toward sharing
personal information on different online plat-
forms they are using for personal and educa-
tional purposes (Kokolakis, 2017; Namara et
al,, 2018).

This study aims to determine the data pri-
vacy attitudes of the students of BulSU, specifi-
cally IT students, in DPA, and how they are per-
forming online, since these students are more
involved in this digital era. Additionally, this
study aims to provide a basis for awareness of
DPA and its implementing rules and regula-
tions to the students at the university.

This study answered the following research
questions explicitly: (1) What is the most com-
mon social media platform for sharing personal
information? (2) How can students’ data pri-
vacy attitudes on using social media platforms
be assessed? And (3) When should training on
data privacy awareness be offered to students?

Related Work
Online Data Privacy Attitudes

The rapid growth of social media platforms
has intensified debates over how personal data
is collected, shared, and monetized. Research
consistently shows a gap between expressed
privacy concerns and actual online behaviors, a
phenomenon widely referred to as the privacy
paradox (Barth & de Jong, 2017; Kokolakis,
2017). More recent studies confirm this para-
dox among university students, who claim to
value privacy yet continue to disclose personal
information in exchange for convenience or
free access (Kaya & Yaman, 2022; Connolly et
al,, 2025). Studies on student populations fur-
ther reveal that while many are aware of pri-
vacy policies, their actual practices remain in-
consistent, leaving them vulnerable to targeted
advertising and misuse of personal data (Ayop
etal,, 2025; Baldwin et al., 2023).

This paradox is especially evident in higher
education contexts, where students’ frequent
reliance on platforms such as Facebook, Insta-
gram, and TikTok exposes them to privacy risks
despite their stated concerns (Barth & de Jong,
2017; Kaya & Yaman, 2022). Understanding
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these contradictory behaviors is crucial to
designing effective privacy awareness pro-
grams tailored to youth and student popula-
tions.

The Privacy Paradox

A consistent theme in privacy research is
the contradiction between individuals’ stated
concerns about protecting their personal data
and their actual behaviors online, a phenome-
non widely known as the privacy paradox
(Barth & de Jong, 2017; Kokolakis, 2017). Uni-
versity students, in particular, often report that
privacy is highly important to them, yet will-
ingly disclose sensitive information on social
media platforms in exchange for social connec-
tivity, entertainment, or free access (Connolly
et al., 2025). This paradox suggests that stu-
dents may cognitively recognize the risks of
data misuse but behaviorally prioritize the im-
mediate benefits of digital participation, re-
flecting a gap between awareness and practice.

Recent studies have highlighted how this
paradox manifests among youth and student
populations. For example, Kaya and Yaman
(2022) found that while most students ex-
pressed concern over personal data collection,
their disclosure patterns remained largely un-
changed when faced with privacy warnings.
Similarly, Baldwin et al. (2023) observed that
although students valued privacy, they lacked
the necessary knowledge to effectively manage
social media settings, leaving them exposed to
profiling and targeted advertising. In the Phil-
ippine context, where Facebook penetration
rates are among the highest globally, the para-
dox is especially critical: students’ reliance on
social media platforms makes them vulnerable,
even as they express discomfort with surveil-
lance and targeted ads. Understanding this par-
adox is essential for universities, as it highlights
the need for interventions that go beyond
awareness-raising to actively change behaviors
through education, policy, and compliance with
the Data Privacy Act of 2012.

Data Privacy Awareness

Awareness of privacy rights and risks is a
critical determinant of protective behaviors
online. Education, institutional policies, and

media literacy significantly influence how stu-
dents understand and manage their digital
identities (Bartsch & Dienlin, 2016; Wissinger,
2017). However, studies highlight persistent
awareness gaps among university students,
particularly in developing countries, where pri-
vacy literacy programs are often underdevel-
oped (Baldwin et al, 2023; Connolly et al,
2025). In the Philippines, the National Privacy
Commission (NPC, 2017) reported that while
94% of Filipinos expressed concern over how
their personal data was processed, only a mi-
nority could articulate their legal rights under
the Data Privacy Act of 2012. Recent local dis-
cussions, such as the University of the Philip-
pines’ 2019 forum on data privacy practices,
reveal both progress and ongoing challenges in
compliance at the institutional level.

These findings underscore the need to em-
bed structured privacy awareness initiatives
within higher education. By addressing gaps in
student knowledge early, through curriculum
integration, orientations, and compliance-
based training, universities can reduce risks
and strengthen adherence to national data pro-
tection laws.

Methods
Research Design

This study employed a descriptive survey
design to capture the data privacy attitudes of
Information Technology (IT) students. Descrip-
tive surveys are useful for systematically gath-
ering opinions, perceptions, and attitudes from
a target population at a given point in time
(Fraenkel et al., 2019).

Research Instrument

The survey instrument was adapted from
Bhatnagar and Pry (2020), which originally as-
sessed students’ perceptions of privacy and cy-
bersecurity. For this study, only the data pri-
vacy-related questions were retained, result-
ing in 11 items covering privacy attitudes,
awareness, and perceptions. Responses in-
cluded both dichotomous (Yes/No) and Likert-
scale items.

[t should be noted that the instrument was
not pilot-tested, and no internal consistency
measure (e.g, Cronbach’s alpha) was
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calculated. While this limits the ability to estab-
lish reliability and validity statistically, the
instrument was grounded in prior research and
adapted to the Philippine context for relevance.

Data Gathering Procedure

The survey was administered online via a
Google Form to maximize accessibility and par-
ticipation. Faculty members shared the form
with their classes, and student organizations
helped circulate the link. In some instances, re-
searchers visited classes directly to encourage
participation. Respondents were assured of the
confidentiality of their responses and the vol-
untary nature of their participation.

Population and Sample

The target population consisted of approxi-
mately 2,500 Bachelor of Science in Infor-
mation Technology (BSIT) students enrolled at
Bulacan State University across four year lev-
els. A minimum sample size of 333 was deter-
mined using Slovin’s formula at a 5% margin of
error.

Although the study initially intended ran-
dom sampling, in practice, data were collected
using convenience sampling. The online survey
form was disseminated through faculty coordi-
nators, student organizations, and direct distri-
bution in classrooms. A total of 350 responses
were collected, slightly exceeding the required
sample size.

Student Demographic (Year Level)

Fourth Year

Third Year 129

FirstYear

Second Year

Figure 1. Student demographics that present the year-level distribution of the BSIT students

Statistical Treatment

To analyze the student responses, this
study utilized mean, frequency distribution,
and percentage computation. Most of the ques-
tions are answerable with yes or no. On one of
the questions, students were asked to answer a
five-point Likert scale where five (5) has a de-
scriptive interpretation of “Very Important”
and one (1) has “Unimportant.” The question is
about how important privacy is to the students.

Limitations

This study is subject to several limitations
that should be considered when interpreting
the findings. First, the survey instrument, alt-
hough adapted from prior research, was nei-
ther pilot-tested nor evaluated for internal con-
sistency using Cronbach’s alpha. As such, the
reliability of the measures cannot be statisti-
cally assured. Second, the use of convenience

sampling rather than true random sampling in-
troduces potential bias, as participation de-
pended on students’ willingness to respond,
which may limit the representativeness of the
sample. Third, the reliance on self-reported
data raises the possibility of social desirability
bias, with students perhaps overstating their
concern for privacy or underreporting risky be-
haviors. Fourth, the study was conducted
within a single university, which restricts the
generalizability of results to other higher edu-
cation institutions in the Philippines. Lastly,
given the descriptive nature of the design, the
study identifies patterns and associations but
cannot establish causal relationships. Despite
these limitations, the findings provide valuable
insights into the privacy attitudes of IT stu-
dents and highlight the importance of strength-
ening awareness and institutional policies on
data protection.
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Result and Discussion
Social Media Used by IT Students

To understand the students’ data privacy
attitudes online, they were asked if they were
using any social media. 100% (350 out of 350)

of the students answered that they are using
social media. Figure 2 presents the different so-
cial media used by the students, and Figure 3
shows their social media status.

Mo, of Users by Social Media

400

300

200

Mo. of Users

100

Facebook  Instagram Tik Tak

Twitter

] B 4

LinkedIn YouTube Discord Reddit

Social Media

Figure 2. Different social networking sites used by the students and their corresponding frequency

of users

Facebook was the dominant platform
among respondents (96.3%), followed by In-
stagram (67.4%) and TikTok (59.7%). This
strong preference mirrors national trends in
the Philippines, where Facebook is the most
widely used social media service. However, re-
liance on a single dominant platform increases
vulnerability to data privacy risks, as past scan-
dals involving Facebook highlight how user

data can be exploited for advertising or politi-
cal purposes (Kaya & Yaman, 2022). The fact
that students reported using multiple plat-
forms further broadens their digital footprint,
reinforcing the need for privacy education that
goes beyond platform-specific policies and in-
stead cultivates a holistic understanding of
online risks.

Social Media Status

don't know

L
2.3%

private
57.4%

public

40.3%

Figure 3. Social media status of the students
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After determining their social media plat-
forms, students were asked about their social
media status. Over half of respondents (57.4%)
kept their accounts private, while 40.3% main-
tained public profiles. The sizable portion of
students with public accounts signals a contin-
ued willingness to expose personal data de-
spite acknowledging risks. This behavior aligns
with findings from Connolly et al. (2025), who
argue that students often underestimate the
consequences of public exposure until

breaches occur. The presence of students who
were unaware of their privacy settings (2.3%)
underscores gaps in digital literacy, suggesting
that many students lack the skills to navigate
basic privacy configurations effectively.
Students were asked how important privacy is
to them, specifically on using these different so-
cial media platforms. Figure 4 presents the stu-
dents’ responses using a five-point scale on
how important privacy is to them.

Social Media Status

don't know

private

public

Figure 4. Importance of privacy for students

Most students rated privacy as “very im-
portant” (M = 4.78, SD = 0.471), indicating high
concern for data protection. Yet, this concern
does not consistently translate into protective
behaviors, as subsequent figures demonstrate.
This contradiction reflects the privacy paradox,
where users simultaneously value privacy
while engaging in practices that compromise it
(Kokolakis, 2017). The high self-reported im-
portance of privacy may also reflect social de-
sirability bias, further highlighting the gap be-
tween what students say and what they do.

Students’ Data Privacy Attitudes on Using So-
cial Media Platforms

To determine the online privacy of the stu-
dents on using social media platforms, they
were asked multiple questions regarding pri-
vacy policies, how their data is being used by
the providers, having a free social media appli-
cation against its risk of personal information
usage for big data analytics, and if they are com-
fortable with being tracked for targeted adver-
tising. Figures 5-8 present the responses of the
students, commonly answerable by a “yes” or a

« ”

no.

Privacy Palicy Awareness of Sacial Media Providers

Yes
81.4%

Figure 5. Students’ awareness of the privacy policy of the social media providers
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As seen in Figure 5, a majority of students
(81.4%) reported awareness of privacy poli-
cies. While this suggests exposure to data pro-
tection information, awareness alone may not
equate to understanding. Prior studies indicate
that most users skip or skim privacy policies

due to length and complexity (Baldwin et al.,
2023). Thus, while students acknowledge the
existence of policies, their ability to critically
interpret and apply these terms in protecting
their data remains questionable.

Do you care about how your data is being used by social media praviders?

Hawen't given it much thought
15.4%

Na

Figure 6. Students’ level of care about how their data is being used by social media providers

Eighty percent of respondents expressed
concern about how their data is used by provid-
ers. However, 20% admitted they had not given
it much thought, indicating uneven levels of en-
gagement with privacy issues. This suggests
that concern is not uniformly distributed and

may be influenced by digital literacy or prior
experiences. Ayop et al. (2025) note that
awareness gaps can lead to passive acceptance
of data use, leaving students vulnerable to ma-
nipulation through profiling and targeted ads.

Having a Free Social Media Application Greater than the Risk of Personal
Infarmation being Used

Ne

Figure 7. Student responses on the advantages of having a free social media application

Interestingly, 60.6% of students felt that
the advantages of free access outweighed the
risks to their personal information. This is a
strong illustration of the privacy paradox: alt-
hough students value privacy, they continue to
prioritize convenience and accessibility over

protection (Connolly et al., 2025). Such trade-
offs highlight why mere awareness campaigns
are insufficient; universities must actively fos-
ter critical digital decision-making skills to help
students evaluate the long-term costs of sacri-
ficing privacy for short-term benefits.
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Comfortable with Having Habits Tracked by the Social Media Provider for the
Purpaose of Having Targeted Advertising based on Likes and Dislikes ar

Figure 8. Student responses on being tracked by social media providers for targeted advertising

Most respondents (91.7%) expressed dis-
comfort with being tracked for targeted adver-
tising, contrasting with their willingness to ac-
cept free access in Figure 7. This selective re-
sistance suggests that the framing of privacy
threats matters. Students may tolerate abstract
risks but reject practices like tracking when de-
scribed in personal terms. These findings align

with Kaya and Yaman (2022), who found that
students were particularly sensitive to surveil-
lance-related terminology. This points to an op-
portunity for awareness programs to use con-
crete examples to bridge the gap between ab-
stract privacy concepts and lived experiences.
Table 1 presents the cross-tabulation of stu-
dents’ year levels and privacy attitudes.

Table 1. Cross-tabulation of Year Level and Students’ Privacy Attitudes

Year Aware of Privacy Rated Privacy “Very Im- Prefer Free Access Over
Level Policies (%) portant” (%) Privacy Risks (%)
1st Year 58.62 79.31 62.07
2nd Year 83.64 87.27 58.18
3rd Year 88.37 74.42 62.02
4th Year 84.26 86.11 59.26

The cross-tabulation presents notable vari-
ations in privacy attitudes across year levels.
Awareness of privacy policies increased
sharply from first-year (58.62%) to third-year
students (88.37%), suggesting that as students
progress through their program, exposure to
academic content and institutional guidelines
enhances their familiarity with data protection
principles. However, awareness slightly de-
clined among fourth-year students (84.26%),
which may indicate that privacy literacy devel-
opment is uneven or that senior students be-
come more complacent once accustomed to
online practices.

The perceived importance of privacy fol-
lowed a similar pattern, peaking among sec-
ond-year students (87.27%) and dipping to
74.42% in the third year before rising again in
the fourth year (86.11%). This fluctuation
could be due to differing course exposures or

shifting academic priorities as students ad-
vance. Despite these variations, the majority
across all levels still rated privacy as important,
reflecting consistent recognition of its rele-
vance.

Interestingly, a substantial proportion of
students across all year levels continued to pre-
fer free access to social media despite the po-
tential risks (ranging from 58.18% to 62.07%).
This persistent tendency demonstrates the pri-
vacy paradox, the coexistence of strong privacy
concerns with behaviors that undermine them
(Connolly et al., 2025; Kokolakis, 2017). Even
among more experienced students, conven-
ience and accessibility appear to outweigh cau-
tion, indicating that awareness alone does not
necessarily translate into privacy-conscious ac-
tion.

Overall, these results underscore the im-
portance of early and continuous privacy
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education. Since first-year students show lower
awareness and a stronger tendency toward
risky behaviors, integrating data privacy train-
ing at the entry level is essential. Reinforcing
these concepts in upper-year courses could
help sustain awareness and foster long-term
behavioral change aligned with the objectives
of the Philippine Data Privacy Act of 2012.

Students’ Training on Data Privacy Aware-
ness

As part of the survey, students were asked
if there should be training on privacy aware-
ness and when it should be offered. Figures 9-
10 present the students’ responses to these
questions.

Do you Think Training Should be Offered on Personal Privacy Awareness?

It doesn't matter to me

No

fes

Figure 9. Student responses should there be training to be offered on privacy awareness

The majority (87.7%) agreed that training
on privacy awareness should be provided, rein-
forcing that students recognize the importance
of institutional support. However, the presence
of a small group (12.3%) who indicated disin-

universally valued. This echoes the argument of
Ayop et al. (2025), who emphasize that inter-
ventions must be engaging and context-sensi-
tive to reach students who may otherwise dis-
miss privacy as irrelevant.

terest suggests that awareness is not
YWhen Training Sould be Offered?
dth Year o
3rd Year

2nd Year
11.4%

15t Year

Figure 10. Student responses regarding the year level at which the training should be offered

Among those who supported training, 70%
preferred it during the first year of study. This
reflects an understanding that early interven-
tion is critical, as students form their online
habits early in their university experience. Im-
plementing data privacy training at the entry
level would allow institutions to establish a

foundation of responsible practices that can be
reinforced in higher years. Linking such train-
ing to compliance with the Data Privacy Act of
2012 would not only benefit students but also
strengthen institutional accountability in the
Philippine higher education sector.
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Conclusion

This study highlighted that IT students rec-
ognize the importance of data privacy but often
make trade-offs between convenience and pro-
tection, a clear manifestation of the privacy
paradox. While most students kept accounts
private and expressed discomfort with track-
ing, many still valued the benefits of free access
to social media platforms. The findings empha-
size the need for structured interventions: inte-
grating privacy literacy into IT education, con-
ducting university-wide orientations, and part-
nering with the National Privacy Commission
for compliance-based programs. Embedding
these measures as part of institutional policy
not only equips students with the knowledge to
safeguard their digital identities but also
strengthens universities’ adherence to the Data
Privacy Act of 2012. By prioritizing awareness
at the earliest stages of higher education, aca-
demic institutions can foster a culture of re-
sponsibility and resilience in the face of evolv-
ing digital privacy challenges.

Based on the findings, the following actions
are recommended to strengthen student data
privacy awareness and institutional compli-
ance: (1) Embed privacy literacy and responsi-
ble digital citizenship modules in core IT
courses, ensuring students gain structured and
progressive training throughout their program,
(2) Require mandatory privacy awareness ori-
entations for all incoming students across dis-
ciplines, not limited to IT, to establish a base-
line understanding of data protection princi-
ples, and (3) Institutionalize privacy awareness
programs as part of higher education compli-
ance measures under the Data Privacy Act,
making them a standard requirement for ac-
creditation and quality assurance.
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