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ABSTRACT 

 

This study examined the use of blockchain technology in the PNP Na-

tional Police Clearance System (NPCS) to improve public trust. It first 

assessed trust in the current Relational Database Management System 

(RDBMS) based on availability, security, immutability, and transpar-

ency. Using an explanatory sequential method, the research surveyed 

950 applicants and 175 end-users, and conducted 20 key informant in-

terviews. Findings showed that while the public generally trusts the 

RDBMS (Availability M=3.25; Security M=3.32; Immutability M=3.29; 

Transparency M=3.22), they also viewed challenges as serious (Availa-

bility M=2.95; Security M=2.83; Immutability M=2.79; Transparency 

M=2.84). Issues included limited access, weak security, data integrity 

problems, lack of history logs, and poor control mechanisms. Block-

chain technology was recommended as an alternative (Availability 

M=3.18; Security M=3.23; Immutability M=3.27; Transparency 

M=3.21). Statistical tests revealed significant differences based on 

awareness, gender, occupation, application purpose, and location. Re-

gression showed a low dependency of blockchain on RDBMS (r²=0.27), 

but a moderate correlation between the two (0.52, t=16.75). Overall, the 

study recommends adopting blockchain in the NPCS to strengthen pub-

lic trust. 
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Introduction 
As technology enables more sophisticated 

crimes, the criminal justice system—particu-
larly law enforcement—has increasingly 
turned to technological tools to keep communi-
ties safe (Purdue Global, 2018). Advances in 
technology have transformed many aspects of 
policing, allowing agencies to manage and ana-
lyze large volumes of data, from criminal rec-
ords to intelligence reports. However, this reli-
ance on technology has also raised concerns 
about the security of sensitive police data. 

Traditionally, police data was stored in pa-
per files or localized computer systems 
(McGregor, 2021). With the rise of cloud com-
puting and internet-based storage, these rec-
ords are now more vulnerable to cyberattacks. 
Criminals can exploit such vulnerabilities to ac-
cess personal information, including names, ad-
dresses, and criminal histories (The Asia Foun-
dation, 2022). 

The Philippine National Police (PNP), as the 
country’s primary law enforcement agency, re-
lies heavily on information systems to identify 
suspects, trace firearms and vehicles, and re-
view criminal histories. While these systems 
improve efficiency, they also pose risks to in-
dividual privacy and public trust. 

Unauthorized access to police data could 
lead to identity theft, fraud, and compromised 
investigations. 

The PNP’s National Police Clearance System 
(NPCS), for example, faces threats such as hack-
ing, data breaches, and possible tampering of 
records—issues that can foster bribery, falsifi-
cation, and corruption. Recent data breach inci-
dents, combined with cases of abuse of power, 
have further eroded public trust in the institu-
tion. 

This study centers on securing public trust 
by enhancing the NPCS. It explores the poten-
tial of blockchain technology—a decentralized, 
tamper- resistant ledger—to strengthen the 
system’s availability, security, immutability, 
and transparency. Specifically, it examines how 
blockchain integration can improve police 
clearance operations, which involve back-
ground checks and criminal record verification. 

The NPCS currently uses a Relational Data-
base Management System (RDBMS) 

(https://pnpclearance.ph/), which consoli-
dates data from various PNP databases such as 
the Case Information and Database Manage-
ment System (CIDMS), Crime Information, Re-
porting and Analysis System (CIRAS), e-Rogue 
Gallery, and Wanted Persons Information Sys-
tem (WPIS) (PNP MC 2018- 020). This study 
will assess public trust in the existing RDBMS, 
particularly regarding the protection of per-
sonal information submitted to the PNP, and 
evaluate awareness of its security features. 

Blockchain works by recording transac-
tions in blocks linked chronologically through 
hash functions and timestamps. Once validated 
by a peer-to-peer network of nodes, the trans-
action becomes part of an immutable ledger 
(IBM, n.d.). Applied to the NPCS, blockchain 
could minimize corruption, improve accounta-
bility, and ensure greater transparency, ulti-
mately restoring public confidence in the PNP. 

In conclusion, this research aims to demon-
strate how blockchain integration can 
strengthen the PNP’s critical processes, en-
hance transparency and accountability, and 
contribute to the broader goal of public safety 
as part of the criminal justice system. 

 
Theoretical Framework of the Study 

Technological determinism suggests that 
technology drives social change and shapes so-
ciety by influencing human behavior and social 
structures (Zaeid, 2016). Zaeid argues that 
technological innovations have 

created new forms of communication and 
information sharing, transforming the way peo-
ple work, learn, and interact. In this context, 
Blockchain Technology (BCT) represents a 
force that reshapes how organizations manage 
transactions and data. 

For the Philippine National Police (PNP), 
blockchain offers a secure and decentralized 
means of storing and managing sensitive rec-
ords. Its features— decentralization, transpar-
ency, immutability, and security—serve as 
drivers of change, potentially redefining the re-
lationship between citizens and law enforce-
ment. By minimizing tampering, fraud, and cor-
ruption, blockchain could strengthen public 
trust in the National Police Clearance System 
(NPCS). 

 



Fabro et al., 2025 / Securing Public Trust Through Blockchain Integration 

 

 
IJMABER  4721 Volume 6 | Number 9 | September | 2025 

 

Cabugwang, et. al. (2023) proposed block-
chain as a solution to improve accountability 
and efficiency in Philippine government ser-
vices, highlighting its potential to reduce cor-
ruption and fraud. Similarly, Dafoe (2015) em-
phasized that technological determinism oper-
ates in different forms—strong or weak—de-
pending on the extent of influence. He noted that 
technology creates new opportunities and con-
straints that shape human behaviour and insti-
tutions. In this light, blockchain can be seen as 
a technological innovation that not only en-
sures secure transactions but also promotes 
decentralized governance and new models of 
digital identity management. 

Applied to the PNP, blockchain’s integra-
tion into the NPCS could trigger profound or-
ganizational changes. Enhanced transparency 
and reduced susceptibility to fraud would not 
only improve trust in the clearance system but 
also encourage wider user acceptance. These 
deterministic effects underscore blockchain’s 
potential to transform data management and 
verification processes in law enforcement. 
 
Legal Framework 

The Philippines recognizes the importance 
of Information and Communications Technol-
ogy (ICT) in national development. President 
Ferdinand R. Marcos Jr., in his 2022 and 2023 
State of the Nation Addresses (SONA), empha-
sized the role of digitalization in ensuring 
transparency, improving public service deliv-
ery, and combating corruption. 

This study is anchored on key legal frame-
works governing data protection, cybercrime, 
and public service efficiency: 

Data Privacy Act of 2012 (RA 10173): Pro-
tects personal information in both public and 
private information systems. It requires the 
PNP, as a data controller, to ensure that data 
collection, storage, and processing comply with 
privacy rights and consent provisions. 

Cybercrime Prevention Act of 2012 (RA 
10175): Criminalizes cyber offenses such as 

hacking, identity theft, and data breaches. The 
PNP is mandated to enforce this law, ensuring 
blockchain adoption aligns with cybersecurity 
requirements. 

Ease of Doing Business and Efficient Gov-
ernment Service Act of 2018 (RA 11032): Aims 
to streamline government processes and re-
duce bureaucratic inefficiencies. This law en-
courages technological innovation, making it 
relevant for blockchain integration in the NPCS. 

In addition, PNP-specific policies reinforce 
these laws: 

PNP Memorandum Circular (MC) 2021-
179: Establishes the Privacy Management Pro-
gram, ensuring compliance with the Data Pri-
vacy Act. 

PNP MC 2022-049: Provides revised guide-
lines and procedures for NPCS implementation, 
serving as the operational foundation for this 
study. 

PNP ICT Master Plan (2022–2025): Known 
as the PNP S.M.A.R.T. Policing framework, this 
plan outlines the agency’s ICT strategy to sup-
port its mission and modernization efforts. 

Together, these frameworks provide the le-
gal and institutional basis for integrating block-
chain technology into the NPCS. By aligning 
with national laws and PNP policies, blockchain 
adoption can improve transparency, 
strengthen accountability, and contribute to re-
storing public trust in law enforcement. 

 
Conceptual Framework of the Study 

The conceptual framework visually illus-
trates the key concepts, variables, and relation-
ships that underpin our study, showcasing the 
central role of technological determinism and 
the anticipated impact of blockchain integra-
tion on processes structures, people, and or-
ganizational culture which surrounds the 
change in the availability, security, immutabil-
ity, and transparency of the NPCS in enhancing 
public trust to the PNP (See figure 1). 
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Figure 1. Conceptual Framework 

 
Statement of the Problem 

The PNP is currently facing issues related to 
its transactional system which may erode pub-
lic trust. In particular, the NPCS is susceptible 
to various vulnerabilities, including hacking, 
data breaches, and potential tampering and 
manipulation of data, leading to concerns about 
bribery and falsification of records. These iden-
tified gaps may have hindered the effectiveness 
of law enforcement efforts and have placed the 
safety of citizens at risk. 

This study seeks to address the following 
specific questions: 
1. How do participants perceive public trust in 

the database management system of the 
PNP NPCS in terms of: 
a. Availability; 
b. Security; 
c. Immutability; and 
d. Transparency? 

From these variables, what issues 
and challenges are identified in the use of 
the PNP NPCS? 

2. How do the participants perceive the pro-
posal of integrating blockchain technology 
into the PNP NPCS to enhance public trust? 

3. What action plan was formulated to ad-
dress the issues and concerns identified in 
the study? 

 
 
 

Hypothesis 
H1: There is no significant difference 

in the assessments of the respondents o the 
Relational Database Management System of the 
PNP National Police Clearance System as Secur-
ing Public Trust. 

H2: There is no significant difference in the 
assessments of the respondents on the pro-
posal of integrating blockchain technology into 
the PNP National Police Clearance System to 
enhance public trust. 

H3: There is no significant difference in the 
assessments on the proposal of integrating 
blockchain technology into the PNP National 
Police Clearance System to enhance public 
trust when end-users are grouped according to 
profile. 

H4: There is no significant difference in the 
assessments on the proposal of integrating 
blockchain technology into the PNP National 
Police Clearance System to enhance public 
trust when applicants are grouped according to 
profile. 

H5: There is no significant correlation be-
tween the RDBMS system of the NCPS and the 
proposed integration of blockchain in the 
NCPS. 

 
Scope and Limitation of the Study 

This study focused on assessing the Rela-
tional Database Management System (RDBMS) 
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of the Philippine National Police (PNP) Na-
tional Police Clearance System (NPCS). The 
evaluation was limited to four key variables: 
availability, security, immutability, and trans-
parency. A major component of the study was 
the exploration of blockchain technology inte-
gration into the NPCS. 

The respondents included applicants of the 
National Police Clearance and end-users within 
the National Capital Regional Police Office 
(NCRPO). In addition, interviews were con-
ducted with system developers, database ad-
ministrators, and PNP leaders to gather expert 
insights. The study also considered the experi-
ences of government agencies and private com-
panies that had adopted blockchain technology, 
as well as perspectives from local and interna-
tional research and development laboratories 
and technology partners. The research was car-
ried out in the National Capital Region in 2023. 

One limitation of the study was its reliance 
on self- reported data from PNP personnel and 
subject matter experts, which may be subject to 
social desirability bias. Another limitation was 
the evolving state of blockchain technology, 
which may require further development and 
investment before full integration into the 
NPCS can be realized. Finally, the study’s 

scope was confined to the PNP, and there-
fore its findings may not be generalizable to 
other law enforcement agencies in the Philip-
pines or abroad. 

 
Research Methodology 

This study employs an action research ap-
proach, utilizing the explanatory sequential 
method to investigate “Securing Public Trust 
through Blockchain Integration: The Case of 
the National Police Clearance System in the 
Philippines.” The study aimed to analyze both 
quantitative and qualitative data, focusing on 
four criteria— availability, security, immutabil-
ity, and transparency—to understand how 
blockchain technology could enhance public 
trust in the National Police Clearance Opera-
tions (NPCS). 

 
Research Design 

Quantitative data were analyzed using 
mean analysis, tests of difference, regression 
analysis, and correlation analysis. To enrich 

and contextualize these findings, qualitative 
data from key informant interviews, observa-
tions, and secondary data analysis were inte-
grated. This multifaceted approach allowed a 
comprehensive assessment of blockchain’s po-
tential impact on public trust in NPCS. 

Triangulation was employed to ensure the 
reliability and validity of the findings by cross-
verifying data from multiple sources and meth-
ods. This approach provided a more holistic 
and accurate understanding of the research 
problem. 

Data were obtained from both primary and 
secondary sources to ensure depth and integ-
rity of the study. 

 
Primary Sources 

Surveys: Quantitative data were collected 
through surveys administered to applicants 
and end-users across the five districts of the 
NCRPO. Respondents were asked about their 
perceptions of the current RDBMS and their ex-
pectations regarding blockchain integration. 
Surveys were conducted online and in- person. 

Direct Insights: Firsthand perspectives 
were gathered from NPCS applicants and end-
users to identify specific areas where block-
chain could improve system performance, with 
particular focus on availability, security, immu-
tability, and transparency. 
 
Secondary Sources 

Interviews: Qualitative data were obtained 
through interviews with PNP personnel in-
volved in NPCS operations, exploring experi-
ences with the current RDBMS and expecta-
tions for blockchain integration. Additional in-
terviews with experts from government, pri-
vate sector, and academia provided insights 
into best practices and innovative approaches 
for blockchain adoption. 

Observations: On-site observations of 
NPCS operations were conducted to under-
stand system workflows and identify areas for 
potential blockchain enhancement. 

Document and Literature Review: Sec-
ondary data included academic research, policy 
documents, and reports related to blockchain 
technology, public trust, and NPCS operations. 
These resources provided a contextual founda-
tion for interpreting the study’s findings. 
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Respondents of the Study 
The participants of this study were divided 

into six categories and were selected based on 
their predetermined roles in the development, 
successful implementation, and administration 

of NPCS. Table 1 provided the selection criteria 
for the participants and respondents to ensure 
that they had at least comprehension on the 
topic at hand. 

 
 
Table 1. Target Participants with Selection Criteria 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Samples and Sampling Technique 

The sampling method that was used in the 
study was the quota non-probability sampling. 
The researcher used this method to ensure that 
the sample represented the diversity of key 
players in the PNP NPCS with the following 
sample sizes for each category. 

The actual respondents for the survey 
which used Google forms was 950 applicants 
and 175 end-users. Their profiles are shown on 
Appendix G and H, respectively. 

It shows that there were more males than 
female end- user respondents. Most of the re-
spondents were police non-commissioned of-
ficers, majority of whom were police corporals. 

Majority were processors at 44.75%. Most 
of the respondents (55) were from Southern 

Police District of the National Police Region Po-
lice Office (NCRPO). 

Most had worked in the NCPS from 1 to 3 
years. Sixty-four percent (64%) were not famil-
iar or have no prior knowledge about block-
chain being used in the PNP. 

The profiles of the applicants show that ma-
jority were males, aged 35 to 44, had college de-
grees, had occupations categorized as “others”, 
purpose of application categorized as “others”, 
applied in Manila Police District, and answered 
“no” if respondent had prior knowledge of 
blockchain. 

Table 2 provided the sampling plan for the 
study. 

 
 
 
 
 

Leaders Decide or influence on the IT 

direction of their unit or the PNP 

Leaders from the DICTM or 

ITMS or NCRPO 
 

Detailed IT Project 

Officers or 

IT PNCOs or 

IT NUPs as End-users 

He/she is task to administer and 

maintain the NPCS 

Deployed IT personnel to 

DIDM whether PCO, PNCO, 

or NUP 

 

Programmer/s 

Database Administrator/s 

He/she is task to develop the system 

and ensure all needed requirements 
prior to the implementation and 

deployment of the system 

Programmer/s and Database 

Administrator/s of the NPCS 

and other PNP Transactional 

System related to application of 

clearances 
 

Subject Matter Experts He/she is an IT expert from 

government agency, private sector, 

academe 

IT experts in blockchain 

technology 

 

End-users PNP personnel who uses the NPCS, 

they directly interact with the 

system 

End-users from the five (5) 

Districts of NCRPO 

 

Applicants Individuals who use the NPCS to 

apply for police clearance 

Their feedbacks and 

experiences are important for 

improving the system and 
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Table 2. Sample Sizes for Each Approaches 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Statistical Tools Used 

The following were the statistical tools 
used in the study: 
1. Mean. This was employed to get the aver-

age of the responses on the perception on 
the public trust in the database manage-
ment system of the PNP and the perception 
on the proposal of integrating blockchain 
technology in the PNP NPCS. 
The formula for mean is: 
 
  
 
 
 
 
 
 
 
 
 

2. Anova. The analysis of variance (ANOVA) is 
a method dividing the variation observed in 
data into different parts; each part assigna-
ble to a known source, cause, or factor. The 
analysis of variance is used to determine 
the significance of the difference between 
the means of a number of different popula-
tions. In this study, this was used to test the 
significant difference in the perceptions of 
the groups of respondents on the current 
RDBMS and the proposed blockchain tech-
nology for the PNP NPCS. A significant dif-
ference means that the groups have differ-

ent interpretation on each database man-
agement system. 

 
The implication is that, especially for 

the applicants, the system used in the NPCS 
must be fully explained to them. This was 
also used mostly in analysis in the signifi-
cant differences of respondents in multi-
group settings such as rank, district, length 
of service in NPCS, role in NPCS, education, 
occupation, and purpose in application of 
police clearance. 

The formula for ANOVA is: 
 
 
 
 
 
  
 
 

Where: 
Σ (x t2) – is the sum of the squares of each group  
(Σx t) – is the sum of the scores of each group   
Nt – Total Number of cases 

 
 
 

 
 
 
 
 
 
 

Data Gathering 

Approach 
Participants 

Sample 

Size 
Remarks 

 

Survey Questionnaire Applicants 950 Minimum 100 per District 

(5 Districts) 

End-users 175 Minimum 20 per District 

(5 Districts) 
 

Key Informant 

Interview 

Leaders 7 Assigned in DICTM/ITMS/NCRPO 

 

End-users 5  Assigned/Detailed in 

DIDM/ITMS/NCRPO 
 

Programmers and 

Database 

Administrators 

2 ITMS Personnel 
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Mean Squares 

 
  SSb SSw 
 MSb  =  MSw  =   
  Dfb Dfw 

 
Where: 
MSb = mean square between groups  
MSw = mean square within groups  
Dfb = degree of freedom between  
Dfw = degree of freedom within 

 
F - Test 

MSb 
F = 

MSw 
 

F - F-test 
MSb - Mean Square Between groups  
MSw - Mean Square Within groups 

 
3. T-test was used to find out significant dif-

ferences in the observations of the two sets 
of respondents. In the study, this was used 
to test the differences in the perceptions 
between genders, and whether respond-
ents had knowledge on blockchain or none. 
 
The formula is: 
 t = X1 - X2 

 
Where: 
T    = t - value 
X1  = mean of the first group 
X2  = mean of the second group 
s1   = standard deviation of the first group 
s2   = standard deviation of the second group 
n1   = sample size of the first group 
n2   = sample size of the second group 

 
4. Regression and Correlation Analysis. Re-

gression was used to determine the rela-
tionship between one dependent variable 
and one or more independent variables. A 

model of relationship is hypothesized and 
estimated. The parameter values are used 
to develop an estimated regression equa-
tion. Various tests are then employed to see 
if the model is satisfactory. If the model is 
satisfactory than regression estimation can 
be used to determine value of dependent 
variable through values of independent 
variables. In the study, regression analysis 
was used in order to check whether block-
chain technology (dependent variable) was 
dependent on the current relational data-
base management system. Correlation and 
regression analysis are related to each 
other as both deal with the estimations of 
variables values and relationship. 

 
The formula is 
 
Where: 
n = sample size 
 xi, yi  = responses from individual sample 
points  
x = sample mean 

 
Correlation coefficient is estimation of lin-

ear relationship between two variables. This 
was used to check whether perception on 
RDBMS has the same correlate or movement to 
the perception on blockchain. Values of corre-
lation are always between +1 to -1. +1 value in-
dicates the two values are perfectly relative in 
positive sense and -1 value means both are per-
fectly negatively related. And a value of 0 
means there is no linear relationship between 
variables. 

The following are the Coefficient of Correla-
tion values and verbal interpretation: 

0.01 - 0.20 Negligible Correlation 
0.21 - 0.39 Low Correlation 
0.40 - 0.59 Moderate Correlation 
0.60 - 0.79 Substantial Correlation 
0.80 - 0.89 High Correlation 
0.90 - 0.99 Very High Correlation 
1.00 Perfect Correlation 

 
Modal Adjectival/Verbal Interpretation 

The techniques for data analysis in the 
study of the potential of blockchain technology 
in PNP NPCS includes: 1) descriptive statistics 
by summarizing and describing data which can 

Degrees of Freedom : 

 

Dfb = k-1 Dfw = N- k 

Where: 

K  =  number of group 
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help to identify patterns and trends in the data; 
and 2) content analysis by analyzing docu-
ments such as policies, regulations, journals, 
articles to identify issues and challenges re-
lated to the implementation of blockchain tech-
nology. 

With these data analysis, the result will be 
able to contribute to the success or failure of 
blockchain implementation in PNP NPCS. 

 

Results and Discussions  
Public Trust in the Relational Database 

Management System of the PNP National Police 
Clearance System. 

 
Availability 

Table 3 shows the assessment of the re-
spondents on the RDBMS of the NPCS as secur-
ing public trust in terms of availability.

Table 3 Assessment of the Respondents on the RDBMS of the NPCS as Securing Public Trust in terms 
of Availability 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Legend: 
  3.26 – 4.00 Strongly Agree (SA) 
 2.51 – 3.25 Agree (A) 
 1.76 – 2.50 Disagree (D) 
 1.00 – 1.75 Strongly Disagree (SD) 
 

The applicants “strongly agreed” that the 
RDBMS of the NPCS secures public trust in 
terms of availability, with an overall weighted 
mean of 3.26. The highest-rated indicator was 
“Effective NPCS backups make me trust the sys-
tem’s data availability” (M=3.32), showing that 
applicants’ trust is largely influenced by the 
perceived reliability of the backup system. The 
lowest-rated indicator was “Downtime of NPCS 
is rare, which boosts my trust” (M=3.17), indi-
cating that system downtime remains a key 
concern for applicants when applying for clear-
ance. 

For the end-users, the RDBMS was rated as 
“agree” for enhancing public trust in availabil-
ity, with an overall mean of 3.25. The highest-
rated aspect for end-users was quick response, 
which received a mean of 3.35, reflecting the 
importance of system responsiveness in their 

workflow. Similar to applicants, end-users 
noted downtime as the main factor reducing 
public trust, with a mean of 3.02. 

Overall, respondents “agreed” that the 
RDBMS secures public trust in availability, with 
a grand mean of 3.25. The indicator “the NPCS's 
quick response makes me more confident” had 
the highest weighted mean (M=3.32), empha-
sizing that timely processing and clearance is-
suance are crucial for trust. Conversely, down-
time of the NPCS remained a concern, with the 
lowest mean of 3.09, highlighting that availabil-
ity issues could erode public confidence. 

The NPCS manages voluminous data that 
must be readily available for retrieval. Bhoyar 
(2022) notes that “proper data organization 
and administration are required for a company 
to work efficiently. A database management 
system is simply the storage and management 

Indicators 
Appli 

WM 
cants 

VI 
End-Users 

WM VI 

Grand 

AWM 

Mean 
VI 

1 
I  trust  the  system  to  be 

3.26 SA 3.34 SA 3.30 SA 

2 
The NPCS's quick response 

3.29 SA 3.35 SA 3.32 SA 

3 
Downtime of NPCS is rare, 

3.17 A 3.02 A 3.09 A 

4 
I trust the NPCS to keep data 

3.26 SA 3.26 SA 3.26 SA 

Effective NPCS backups 
5 make me trust the system’s 3.32 

 
SA 

 
3.27 

 
SA 

 
3.29 

 
SA 

data availability.      

Overall Weighted Mean 3.26 SA 3.25 A 3.25 A 
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of data in a computer information system.  
Any organization requires accurate and trust-
worthy data for better decision-making, data 
privacy protection, and effective data  
management” (p. 1). These insights underscore 
the critical importance of database availability 
for both operational efficiency and public trust 
in the NPCS. 

 
Interview Results-Availability 

Table 4 shows the interview results  
and themes pertaining to the aspect  
of availability in the RDBMS in the NPCS. 

The data indicate that the current RDBMS 
of the PNP is generally accessible, even without 
blockchain integration. However, two key 
themes highlighted that the system is not al-
ways fully available. First, access is not univer-
sal, meaning that only authorized personnel 
can retrieve data. Second, there are occasional 
system downtimes, typically occurring once or 
twice per month. These findings suggest that, 
while the system is largely operational, its 
availability is limited both by access controls 
and periodic technical interruptions. 

 
Table 4 Interview Results and Themes Pertaining to the Aspect of Availability in the RDBMS in the 

NPCS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

In database management, availability refers 
not only to the ease of accessing data when 
needed but also to who is permitted to access 
it. Shay et. al. (2018) argued that “the enforcer 
must view the query, the records, or both in tra-
ditional view-based database access control. 
This may be challenging if the enforcer is not 
permitted to access the database contents or 
the query itself. Query control is also a suitable 
fit for implementing rules and regulations that 
view-based access control does not adequately 

handle.” In the NPCS, this means that while  
applicant data is available, only personnel with 
proper access rights can view it. 

Blockchain, however, introduces a distinct 
advantage: each transaction generates a unique 
block, making it easier to track who accesses 
specific data. This feature enhances accounta-
bility and transparency while maintaining con-
trolled access, addressing one of the limitations 
observed in the current RDBMS. 

 

Participant No. Answers Themes 
 

 

4 All stations are enabled/ have access to NPCS 

system 

 

6 Di basta-basta pwedeng buksan yan kasi baka 

ma-violate yung Data 

 

8 Importance ng security ng records… 

Syempre dahil dun tayo kumukuha ng data 
ng criminal records 

Pag nagdowntime tayo, kunwari nakaroon ng 

national disaster, meron tayong makukuha na 

data 

 

10 There are implementations of distributed 

ledgers that doesn’t have necessarily have to 

be blockchain. 

18 
Regular monitoring of web services to ensure 

continuous uptime; 

Implementation of Standard Operating 

Procedures for ITMS Database Backup and 

Retrieval Procedure to ensure data is 

available when needed; and 

• Accessible 

system 

• Not available or 

accessible to all 

• Can be 

available even 

if not in 

blockchain 

• Sometimes the 

system is down 
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Analysis 
The quantitative and qualitative findings 

for availability were consistent. Both ap-
proaches indicated that applicant data are gen-
erally available when needed for police clear-
ance applications. Quantitative results showed 
that respondents strongly agreed on the sys-
tem’s availability, while qualitative analysis 
identified system accessibility as the primary 

theme. However, downtime emerged as a con-
cern in both datasets: it recorded the lowest 
mean in the survey and was also highlighted as 
a negative theme in the qualitative findings. 

 
Security 

Table 5 shows the assessment of the re-
spondents on the RDBMS of the NPCS as secur-
ing public trust in terms of security.

 
Table 5 Assessment of the Respondents on the RDBMS of the NPCS as Securing Public Trust in terms 

of Security 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Legend: 
  3.26 – 4.00 Strongly Agree (SA) 
 2.51 – 3.25 Agree (A) 
 1.76 – 2.50 Disagree (D) 
 1.00 – 1.75 Strongly Disagree (SD) 
 

The applicants strongly agreed that the 
NPCS is secure, with an overall weighted mean 
of 3.29. Their trust was primarily driven by the 
indicator “Strong passwords and encryption 
keep the data safe” (M=3.33), reflecting confi-
dence in the system’s security features. The 
lowest-rated indicator was “Data storage of 
NPCS is ready for natural disasters” (M=3.25), 
indicating some concern about the system’s re-
silience in the event of disasters. 

Similarly, end-users strongly agreed on the 
system’s reliability, with an overall mean of 
3.35. The highest-rated indicators were “Only 
authorized persons can access the database” 
and “Strong passwords and encryption keep 
the data safe” (both M=3.41). End-users recog-

nized that authentication protocols and pass-
word controls restrict access, ensuring system 
security. Like applicants, end-users gave the 
lowest rating to disaster preparedness. 

Overall, respondents strongly agreed that 
the RDBMS secures public trust in terms of se-
curity, with a grand mean of 3.32. Security was 
anchored on encryption and access controls, 
with the indicator “Strong passwords and en-
cryption keep the data safe” scoring the highest 
(M=3.37). Although there have been attempts 
to compromise the system, current security 
measures are perceived as robust. However, 
both applicants and end-users suggested that 
simulating the effects of natural disasters on 
the database infrastructure could further 

Indicators 
Appli 

WM 

cants 
VI 

End-Users 
WM VI 

Grand 
AWM 

Mean 
VI 

1 
Only authorized persons can 

3.30 SA 3.41 SA 3.35 SA 

2 
Strong passwords and 

3.33 SA 3.41 SA 3.37 SA 

Multi-factor authentication      

3 adds security to NPCS login 3.31 SA 3.38 SA 3.34 SA 

mechanism.      

I am confident that NPCS data 
4 is protected from cyber 3.28 SA 3.31 SA 3.30 SA 

threats.      

5 
Data storage of NPCS is ready 

3.25 A 3.22 A 3.23 A 

Overall Weighted Mean 3.29 SA 3.35 SA 3.32 SA 
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strengthen security, as this indicator received 
the lowest mean (M=3.23). 

Zeb (2018) recommends optimizing en-
cryption by categorizing data as sensitive or in-
sensitive, applying strong encryption to  
sensitive data while allowing faster access to 
less critical information. Given that all NPCS 
data are sensitive, investing in robust encryp-

tion is essential. Public confidence in the sys-
tem can decline if data are perceived as vulner-
able to attacks or denial-of-service incidents. 

 
Interview Results-Security 

Table 6 shows the interview results and 
themes pertaining to the aspect of security in 
the RDBMS in the NPCS.

 
Table 6 Interview Results and Themes Pertaining to the Aspect of Security in the RDBMS in the NPCS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Interviews with PNP personnel revealed 
appreciation for the security features of the 
current RDBMS. Four participants noted that 
the system includes essential security 
measures, and the practice of maintaining 
backup systems ensures data availability dur-
ing natural disasters. 

While the RDBMS provides security for files 
and data, it is not without limitations. Encryp-
tion in RDBMS is applied invisibly, with data 
encrypted upon insertion and decrypted upon 
retrieval. However, this process introduces 
processing overhead and may reduce system 
performance (Zeb, 2018). This highlights the 
need for the PNP to explore more secure and ef-
ficient alternatives. 

 
Analysis 

Quantitative results corroborated the qual-
itative findings. Applicants and end-users 
“strongly agreed”that the system’s security is 

reliable, particularly due to strong passwords 
and multi-factor authentication, as well as 
strict access control protocols. Both methods 
consistently highlighted these aspects as cen-
tral to trust in the NPCS. A key weakness, how-
ever, was system preparedness for natural dis-
asters, which was emphasized in the quantita-
tive results but not as strongly in interviews. 
This indicates that disaster resilience is an area 
requiring further attention. 

 
Immutability of the RDBMS in the NPCS 

Immutability refers to the assurance that 
data, once entered into the system, cannot be al-
tered or tampered with, and that any modifica-
tions are logged to maintain a clear chain of 
changes. Both applicants and system adminis-
trators expressed confidence in the immutabil-
ity of the NPCS database. Applicants “strongly  
agreed” with a grand mean of 3.25 that data in-
tegrity is maintained. The highest-rated  

Participant No. Answers Themes 
 

 

2 The technology will serve it safe and secured, 

and of course, it is being protected by 

mechanism 

 

3 Presence of security features 

 

8 External hard drive located in fire-proof 
cabinet 

 

19 The systems has many security measure 

implemented, one of this is the access control. 

Only the authorized user has access to the 

system. A user has also a specific role to the 

system so he/she has selected module to view 

depends on his/her role. The system also 

implemented audit logging. All activity inside 

the system is logged to track all the user’s 

action. 

 

20 Security features are present. 

• Presence of 

security system 

• Access control 
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indicator was “The NPCS prevents unauthor-
ized changes to data” (M=3.30), reflecting trust 
that unauthorized alterations are unlikely. 

The lowest-rated indicator among appli-
cants was “Security measures of NPCS protect 
data from potential threats” (M=3.26),  

suggesting that while they trust the system, they 
are aware that potential external threats exist. 
Overall, these results indicate that the current 
RDBMS provides a reasonable level of data in-
tegrity, but continued attention to threat pre-
vention is necessary to sustain public trust. 

 
Table 7 Assessment of the Respondents on the RDBMS of the NPCS as Securing Public Trust in terms 

of Immutability 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Legend: 
  3.26 – 4.00 Strongly Agree (SA) 
 2.51 – 3.25 Agree (A) 
 1.76 – 2.50 Disagree (D) 
 1.00 – 1.75 Strongly Disagree (SD) 
 
Immutability of the RDBMS in the NPCS 

End-users “strongly agreed” that the immu-
tability of the RDBMS enhances public trust in 
the NPCS, with an overall weighted mean 
(OWM) of 3.29. The highest-rated indicator was 
“The NPCS maintains data integrity and immu-
tability” (M=3.31), highlighting confidence in 
the system’s ability to preserve accurate and 
unchanged data. The lowest-rated indicators 
were “The NPCS prevents unauthorized 
changes to data” and “Security measures of 
NPCS protect data from potential threats” (both 
M=3.27), reflecting awareness that the system 
is not entirely immune to attacks or hacking at-
tempts. 

Overall, respondents “strongly agreed” that 
the RDBMS secures public trust in terms of im-
mutability, with a grand mean of 3.29. Both ap-
plicants and end- users trust the system pri-
marily because it maintains data integrity and 

immutability (M=3.30). While there have been 
numerous attempts to compromise database 
systems both locally and internationally, the 
perception remains that the PNP adequately 
defends applicant data. However, security 
measures are not foolproof, as indicated by the 
lower rating for protection against potential 
threats (M=3.27). 

Rovnyagin et al. (2021) noted that tradi-
tional database management systems (DBMS) 
may experience performance deterioration 
when storing frequently modified data. 

This is relevant to the NPCS, where appli-
cant data may be updated, particularly when a 
positive “hit” occurs. In contrast, blockchain 
technology offers true immutability, ensuring 
that data cannot be altered while avoiding per-
formance degradation, thus providing a poten-
tial advantage over the current RDBMS. 

 

Indicators Applicants End-Users Grand Mean 

 

 

unchanged. 

integrity and 

immutability 

unauthorized 

changes to 

data. malware 

and viruses. 

 

WM VI WM VI AWM VI 

1 
I trust that NPCS data remains 

3.29 SA 3.29 SA 3.29 SA 

2 
The NPCS maintains data 

3.29 SA 3.31 SA 3.30 SA 

3 
The NPCS prevents 

3.30 SA 3.27 SA 3.29 SA 

4 
The NPCS protects data from 

3.27 SA 3.30 SA 3.28 SA 

Security measures of NPCS 
5 protect data from potential 3.26 

 
SA 

 
3.27 

 
SA 

 
3.27 

 
SA 

threats      

Overall Weighted Mean 3.28 SA 3.29 SA 3.29 SA 
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Interview Findings – Immutability 
Table 8 presents the interview results and 

emerging themes related to immutability in the 
RDBMS of the NPCS. The interviews reinforced 

that end-users value the integrity of the system, 
emphasizing that data changes are closely 
monitored and unauthorized modifications are 
prevented as much as possible.

 
Table 8 Interview Results and Themes Pertaining to the Aspect of Immutability in the RDBMS in the 

NPCS. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Immutability of the RDBMS in the NPCS 

The PNP has established systems to protect 
and back up data, ensuring that changes made 
by applicants are limited to basic personal in-
formation, without affecting criminal record 
status. Such critical updates are handled exclu-
sively by end-users. Despite these measures, 
the RDBMS still faces issues related to reversi-
bility or modification of data. For example, an 
unauthorized change from “cleared” to “with 
hit” could distort an applicant’s record, under-
mining trust in both the system and the organi-
zation. Kulkarni and Sharma (2022) high-
lighted potential vulnerabilities in non-immu-
table systems, noting that administrators may 
grant unnecessary user rights, creating oppor-
tunities for misuse or malicious attacks. 

Additionally, operating system or software 
vulnerabilities can give intruders access to sen-
sitive data. 

Analysis 
The themes of data backup and limited 

changes were reflected in the highest-rated in-
dicator on immutability— “integrity, immuta-
bility, and prevention of unauthorized 
changes”. These findings are closely linked to 
the security dimension of the NPCS database. 
However, recent cyberattacks and system 
breaches have underscored that immutability 
remains a critical concern that must be ad-
dressed. As a result, blockchain technology is 
being considered to enhance data integrity, 
prevent unauthorized modifications, and 
strengthen public trust in the NPCS. 

 
Transparency 

Table 9 shows the assessment of the re-
spondents on the RDBMS of the NPCS as secur-
ing public trust in terms of transparency.

 
 
 

Participant No. Answers Themes 
 

8 “Binaback-up-pan namin even NPCS”

 

 

“SOP nung back-up ng system. Back-up and 

retrieval” 

 

10 Assured that data is authentic. 

 

19 External change pero for specific information 

lang po for example the birthdate and the 

name. 

The system only accepts and save data 
from the user and cannot delete data once 
saved. We also have a group of people to 
apply regular back up at least once a week. 
For its integrity, all actions of all the users 

• Data back-up to 

preserve 

original data 

state 

• Limited 

changing of 

external data 
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Table 9 Assessment of the Respondents on the RDBMS of NPCS as Securing Public Trust in terms of 
Transparency 

 
 
 
 
 
 
 
 
 
 
 
 
 
Legend: 
  3.26 – 4.00 Strongly Agree (SA) 
 2.51 – 3.25 Agree (A) 
 1.76 – 2.50 Disagree (D) 
 1.00 – 1.75 Strongly Disagree (SD) 
 
Transparency of the RDBMS in the NPCS 

Transparency in the NPCS is reflected 
through data access and the handling of “hits” 
in applicants’ records. Among the variables, 
transparency received the lowest overall 
weighted mean from applicants, 3.20 
(“agree”). Applicants recognized the im-
portance of data access controls (M=3.25) but 
expressed concern over the indicator “I know 
who accesses data through logs” (M=3.16). This 
concern arises because inaccurate “hits”—such 
as records from blotters, warrants of arrest, or 
security threat classifications— could appear 
on their profiles, causing undue stress when 
the hit is not valid. 

End-users agreed that the NPCS database 
system is transparent, with an overall mean of 
3.24. The highest- rated indicators were “NPCS 
provides notification about minor hits for the 
applicant” and “NPCS provides explanations 
about minor hits for the applicant” (both 
M=3.29). End-users ensure that applicants are 
informed and clarified regarding minor hits. 
The lowest-rated indicator was “Clearing mi-
nor hits is straightforward for applicants” 
(M=3.17), reflecting the challenge of managing 
applicant complaints and guiding them through 
the resolution process. 

Overall, respondents “agreed” that the 
RDBMS secures public trust in terms of  

transparency, with a grand mean of 3.22. The 
highest-rated indicators were “I understand 
data access controls” and “NPCS provides noti-
fication about minor hits for the applicant” 
(both M=3.25). Transparency in the system en-
sures applicants are aware of their data status 
and access rules. The main concern remained 
tracking who accessed the data, as reflected in 
the lowest-rated indicator “I know who ac-
cesses data through logs” (M=3.18). Without 
comprehensive logging, it is difficult to deter-
mine whether applicant data has been compro-
mised or misused by end-users. 

Brusca et al. (2018) emphasize that trans-
parency is closely linked to accountability and 
the fight against corruption. Their study 
demonstrates that transparent processes can 
reduce inefficiencies, curb hidden costs, and im-
prove public trust by decreasing opportunities 
for corruption. In the NPCS, clear access con-
trols and timely communication regarding 
“hits” contribute to enhanced transparency, re-
inforcing accountability and public confidence 
in the system. 

 
Interview Results-Transparency 

Table 10 shows the interview results and 
themes pertaining to the aspect of transpar-
ency in the RDBMS in the NPCS.

Indicators 
Appli 

WM 

cants 
VI 

End-Users 
WM VI 

Grand 
AWM 

Mean 
VI 

1 
I  know  who  access  data 

3.16 A 3.20 A 3.18 A 

2 
I understand data access 

3.25 A 3.24 A 3.25 A 

NPCS provides notification      

3 about minor “hits” for the 3.21 A 3.29 SA 3.25 A 

applicant.      

NPCS provides explanations      

4 about minor “hits” for the 3.19 
applicants. 

A 3.29 SA 3.24 A 

5 
Clearing minor “hits” is 

3.21 A 3.17 A 3.19 A 

Overall Weighted Mean 3.20 A 3.24 A 3.22 A 
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Table 10 Interview Results and Themes Pertaining to the Aspect of Transparency in the RDBMS in 
the NPCS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Transparency – Interview Findings 

Participants highlighted that transparency 
in the clearance system has practical implica-
tions beyond information access. For instance, 
it has enabled law enforcement to act on appli-
cants who appear as suspects. Participant 8 
emphasized that applicants are provided with 
accurate information, and all changes to data 
are logged through audit trails, ensuring trace-
ability. 

The police clearance process is inherently a 
two-way system. Applicants require the clear-
ance for jobs, education, travel, or other official 
transactions, while law enforcement benefits 
from the system in identifying individuals 
wanted by authorities. Brusca et al. (2018)  
argue that transparent units generate and 
share more information than less transparent 
counterparts, thereby improving operational 
efficiency. 

 
 

Analysis 
Quantitative findings emphasized notifica-

tion of “hits” as the main transparency indica-
tor. However, interviews highlighted the law 
enforcement function, including the potential 
for arrests based on pending warrants. While 
applicants have access to certain information, 
transparency is not an absolute privilege for 
them; it is also a mechanism for operational ef-
fectiveness within the PNP. This underscores 
that transparency in the NPCS serves both pub-
lic information purposes and law enforcement 
objectives, which may occasionally limit appli-
cant awareness of certain actions. 
 
Test of Significant Difference in the Assess-
ments of the Respondents on the RDBMS of 
the NPCS as Securing Public Trust 

Table 11 shows the test of significant differ-
ence in the assessments of the respondents on 
the RDBMS of the NPCS as Securing Public 
Trust

 
Table 11 Test of Significant Difference in the Assessments on the RDBMS of the NPCS as Securing 

Public Trust between Groups of Respondents. 
 
 
 
 
 
 

Participant No. Answers Themes 
 

 

4 No feedback if person would have to be 

arrested 

 

6 “Yung kumukuha sila ng Police Clearance, 
marami din tayong makukuha dyan na may 
warrant” 

 
8 To provide them reliable, secured, right 

information system na dapat nakikita nila 
 

19 May audit trail po na ginagamit and visible 
naman po yung mga transaction na yun 
only for the others. 

The system gives all the information 
available clearly for the users. It also has a 
status monitoring for ever clearance and 
transaction made by the user. Statistical 

• Police clearance 

leading to 

several arrests. 

• Right 

information is 

provided to 

applicants 

• Audit trail for 

data changes 

 data or reports are also available for better  

Group Mean F-value F-critical Decision Conclusion 
 

 

Applicants 3.26 

End-Users 3.28 

0.15 3.85 Accept Ho. 

No 

significant 

difference 
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The hypothesis states that there is no signif-
icant difference in how respondents assess the 
RDBMS of the NPCS in terms of securing public 
trust. 

For all variables combined, the mean score 
for applicants was 3.26, while for end-users it 
was 3.28. An ANOVA test yielded an F-value of 
0.15, which is lower than the F-critical value of 
3.85. This led to the acceptance of the null hy-
pothesis, indicating that there is no significant 
difference between the assessments of appli-
cants and end-users. 

These results suggest that both groups have 
a similarly high level of agreement regarding 
the features of the current RDBMS, which is un-
derstandable since it is the system currently in 

use. Dhanbe et al. (2020) noted that electronic 
systems like the E-Crime Management System 
can further enhance the functionality of RDBMS 
by providing efficient online complaint filing 
and tracking, demonstrating the benefits of 
well- managed database systems. 

 
Issues and Challenges Identified in the Use 
of RDBMS of the NPCS that Affect Public 
Trust 
Availability 

Table 12 shows the assessment of the re-
spondents on the issues and challenges identi-
fied in the use of the RDBMS of the NPCS that 
affect public trust in terms of availability. 

 
 

Table 12 Assessment of the Respondents on the Issues and Challenges Identified in the Use of the 
RDBMS of the NPCS that Affect Public Trust in terms of Availability 

 
 
 
 
 
 
 
 
 
 
 
 
 

Legend: 
3.26 – 4.00 Very Serious  
2.51 – 3.25 Serious 
1.76 – 2.50 Less Serious 
1.00 – 1.75 Not Serious 

 
Availability Issues in the NPCS RDBMS 

The assessment of the RDBMS of the NPCS 
revealed notable concerns regarding availabil-
ity that may affect public trust. Applicants rated 
the availability of the system as serious, with 
an overall weighted mean of 3.22. Their pri-
mary concern was the difficulty in accessing the 
NPCS website during the application process, 
which was reflected in the highest-rated indica-
tor (M=3.16). 

Other issues related to availability, such as 
slow data retrieval, system downtime, and 
backup readiness, were also rated as serious. 

End-users similarly perceived availability 
issues as significant, with an overall weighted 
mean of 2.86. They emphasized that the system 
is not easily accessible (M=3.29), while limited 
availability during peak hours received a com-
paratively lower concern (M=2.62). Across 
both groups, the grand mean of 2.95 indicated a 
general consensus that access to the system 
could be improved. 

Difficulties in accessing the RDBMS were 
seen as a source of inefficiency, potentially de-
laying the processing of applications and affect-
ing public trust. Sharma & Sharma (2019) have 

Indicators 
Applica 

WM 

nts 

VI 

End-Users 

WM VI 

Grand 

AWM 

Mean 

VI 

1 NPCS is not easily accessible. 3.16 S 3.29 S 3.22 S 

2 
Downtime disrupts my use of 

3.09 S 3.00 S 3.04 S 

Slow data retrieval in NPCS 
3 delays processing of 3.06 

 
S 

 
3.07 

 
S 

 
3.07 

 
S 

application of applicants      

4 
NPCS is not available during 

2.90 S 2.33 LS 2.62 S 

5 
NPCS backup availability 

2.95 S 2.61 S 2.78 S 

Overall Weighted Mean 3.03 S 2.86 S 2.95 S 
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highlighted that relational databases often 
struggle to manage very large datasets, or “big 
data,” which is relevant to the NPCS given the 
volume of applicant records. 

This underscores the need to enhance stor-
age capacity and data retrieval efficiency to 
ensure uninterrupted availability. 

Overall, the findings suggest that while the 
current RDBMS of the NPCS provides basic lev-
els of availability and security, several chal-
lenges persist that may compromise public 
trust. Addressing these challenges—through 

system upgrades, enhanced access manage-
ment, and stronger security measures— would 
improve the reliability and integrity of the 
clearance system, ultimately reinforcing confi-
dence in the PNP’s operations. 

 
Security 

Table 13 shows the assessment of the re-
spondents on the issues and challenges identi-
fied in the use of the RDBMS of the NPCS that 
affect public trust in terms of security. 

 
Table 13 Assessment of the Respondents on the Issues and Challenges Identified in the Use of the 

RDBMS of the NPCS that Affect Public Trust in terms of Security 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Legend: 

3.26 – 4.00 Very Serious  
2.51 – 3.25 Serious 
1.76 – 2.50 Less Serious 
1.00 – 1.75 Not Serious 

 
Security Issues in the NPCS RDBMS 

Applicants expressed serious concerns  
regarding the security of the RDBMS in the 
NPCS, with an overall weighted mean of 2.99. 
Among the indicators, the highest concern was 
related to password security and potential data 
theft (M=3.09). Other aspects of security were 
also viewed as serious issues, indicating that 
applicants recognize the importance of  
protecting their personal information. 

End-users shared similar concerns, rating 
security issues with an overall weighted mean 
of 2.68. They, too, identified password security 
and data theft as the primary challenge 
(M=2.98), reflecting the critical role that secure 

access plays in processing police clearances 
and maintaining data integrity. 

Across all respondents, the grand mean for 
security issues was 2.83, confirming that  
security is a serious concern affecting public 
trust. Key issues identified included: 

Password security and potential data theft 
(M=3.03) 

System readiness during natural disasters 
(M=2.95) 

Vulnerability to hacking attempts (M=2.81) 
Lack of advanced security measures such as 

multi-factor authentication (M=2.78) 
Unclear rules for data access (M=2.60) 

Indicators  
Applica 

WM 

nts 
VI 

End-Users 
WM VI 

Grand 
AWM 

Mean 
VI 

1 
Unclear data access rules of 

2.85 S 2.34 LS 2.60 S 

Concerns about password 
2 security and data theft in 3.09 

 
S 

 
2.98 

 
S 

 
3.03 

 
S 

NPCS 

Lack of higher security 
3 measures in NPCS like multi- 2.97 

 
S 

 
2.58 

 
S 

 
2.78 

 
S 

factor authentication.      

4 
Data vulnerability to hacking 

3.00 S 2.63 S 2.81 S 

5 
System readiness during 

3.04 S 2.85 S 2.95 S 

Overall Weighted Mean 2.99 S 2.68 S 2.83 S 
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Passwords are a central point of  
vulnerability since they allow access to  
individual applicant files and the processing  
of clearances. Breaches could compromise  
sensitive data, leading to a loss of public trust. 
Oesch & Ruoti (2020) note that residual  
vulnerabilities in password management—
such as automated insertion into compromised 
domains or user-enabled weaknesses—remain 
a critical challenge. 

Overall, while the RDBMS provides basic 
security measures, these findings indicate a 
need for stronger protections, better access 
controls, and enhanced disaster preparedness 

to safeguard data and maintain public  
confidence in the NPCS. 

 
Immutability 

Table 14 presents the respondents’  
assessment of issues and challenges in the 
NPCS RDBMS related to immutability.  
Applicants rated these issues as serious,  
with an overall weighted mean of 3.08. Among 
the concerns, data integrity stood out, as any 
threat to the accuracy or correctness of  
applicants’ data was considered particularly 
serious.

 
Table 14 Assessment of the Respondents on the Issues and Challenges Identified in the use of the 

RDBMS of the PNP NPCS that Affect Public Trust in terms of Immutability 
 
 
 
 
 
 
 
 
 
 
 
Legend: 

3.26 – 4.00 Very Serious  
2.51 – 3.25 Serious 
1.76 – 2.50 Less Serious 
1.00 – 1.75 Not Serious 

 
Immutability 

End-users rated the issues in the RDBMS re-
lated to immutability lower than the applicants, 
with an overall weighted mean of 2.58, but 
still considered them serious. 

Like the applicants, their main concern was 
data integrity, which received a mean of 2.91. 
The operations of the NPCS rely heavily on ac-
curate data, as any manipulation—such as false 
“hits” appearing on a clearance—can under-
mine trust in the system. 

Overall, the respondents assessed the im-
mutability issues in the RDBMS as serious, with 
a grand mean of 2.79. The primary concern re-
mained data integrity challenges, with a mean 
of 3.00. Other issues were also rated serious: 
data loss or theft (M=2.68), data being changed 

or altered over time (M=2.76), unauthorized 
data modification (M=2.78), and inadequate se-
curity measures to prevent data alteration 
(M=2.75). These findings highlight the risk of 
data being hacked or manipulated. 

Huang et al. (2023) emphasized that data-
base-backed applications handle large volumes 
of critical data and require high integrity.  

To protect data from errors or unauthor-
ized changes, RDBMS often allow developers to 
enforce integrity constraints. These observa-
tions reflect the key immutability challenges in 
the current NPCS RDBMS.  

 
Transparency 

Table 15 shows the assessment of the re-
spondents on the issues and challenges  

Indicators  
Applica 

WM 

nts 
VI 

End-Users 
WM VI 

Grand 
AWM 

Mean 
VI 

1 Data are lost or stolen. 2.98 S 2.38 LS 2.68 S 

2 
Data are changed and altered 

3.00 S 2.51 S 2.76 S 

3 
Unauthorized data 

2.99 S 2.57 S 2.78 S 

4 
Inadequate security measures 

2.97 S 2.53 S 2.75 S 

5 Data integrity challenges 3.08 S 2.91 S 3.00 S 

Overall Weighted Mean 3.01 S 2.58 S 2.79 S 
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identified in the use of the RDBMS of the NPCS 
that affect public trust in terms of transpar-
ency. 

The applicants have as much concern as an-
yone on who has access on their data in the 
storage. Asked on the issues and challenges on 
transparency, they answered that these were 
serious with an overall weighted mean of 2.99.  

They were worried most on “No controls to 
determine who can access specific data in the  
system” with a mean of 3.03. If applicants 
would not know who were accessing their files, 
chances were that the information of each ap-
plicant could be manipulated.

 
Table 15 Assessment of the Respondents on the Issues and Challenges Identified in the Use of the 

RDBMS of the NPCS that Affect Public Trust in terms of Transparency. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Legend: 

3.26 – 4.00 Very Serious  
2.51 – 3.25 Serious 
1.76 – 2.50 Less Serious 
1.00 – 1.75 Not Serious 
 

Transparency 
End-users, who have direct access to the 

NPCS data, rated the issues in transparency 
lower than applicants, with an overall weighted 
mean of 2.69, but still considered them serious. 
Their main concern was “no histories to deter-
mine who accessed the system” (M=2.77), as 
this lack of audit trails could allow unauthor-
ized alterations without accountability. All 
other transparency-related indicators were 
also rated as serious. 

Overall, the respondents assessed trans-
parency issues in the RDBMS as serious, with a 
grand mean of 2.84. The top concerns were “no 
histories to determine who accessed the sys-
tem” and “no controls to determine who can ac-
cess specific data”, both with a mean of 2.88. 
These gaps in access history and controls imply 

potential risks of data being altered or deleted 
by unauthorized personnel. 

Qiu et al. (2020) highlighted that, especially 
with the increasing use of IoT, ineffective ac-
cess control can lead to security breaches. 
Proper access control mechanisms are essen-
tial to monitor resource activity and ensure 
that only authorized users access sensitive in-
formation under legal conditions. 
 
Test of Significant Difference on the Assess-
ments of the Respondents on the Issues and 
Challenges Identified in the Use of the 
RDBMS of the NPCS that Affect Public Trust 

Table 16 shows the test of significant differ-
ence in the assessments of the respondents on 
the issues and challenges Identified in the use 
of the RDBMS of the NPCS as securing public 
trust.

 

Indicators 
Appli 

WM 

cants 
VI 

End-Users 
WM VI 

Grand 
AWM 

Mean 
VI 

1 
No histories to determine who 

2.99 S 2.77 S 2.88 S 

 accessed the system 

 No control to determine who  
2 can access specific data in the 3.03 S 2.73 S 2.88 S 

system      

No mechanism to inform in      

3 advance the applicants for 3.00 
minor “hits” 

S 2.70 S 2.85 S 

4 
No information are given 

2.96 S 2.66 S 2.81 S 

5 
No mechanism available to 

2.98 S 2.60 S 2.79 S 

Overall Weighted Mean 2.99 S 2.69 S 2.84 S 
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Table 16 Test of Significant Difference in the Assessments of the Respondents on the Issues and  
Challenges Identified in the Use of the RDBMS of the NPCS that Affect Public Trust. 

 
 
 
 
 
 
 

The data indicates that applicants rated the 
issues and challenges in using the RDBMS of the 
NPCS at 3.00, while end-users rated them  
lower at 2.70. The F-value of 30.64, which ex-
ceeds the F-critical value of 3.85, led to the re-
jection of the hypothesis. This shows that there 
is a significant difference in how applicants and 
end-users perceive the issues and challenges 
affecting public trust in the system. 

These results suggest that applicants  
experience more serious challenges when  
applying for police clearance, particularly  
regarding availability, security, immutability, 
and transparency. In contrast, end-users, who 
operate the system rather than receive the  
output, are less affected by these issues. 

This significant difference aligns with the 
observations of Stonebraker et al. (2018), who 

argued that contemporary RDBMSs, often 
based on decades-old legacy code, are not opti-
mized for modern demands. Applicants’ trust 
issues may reflect the limitations of these tradi-
tional systems, highlighting the need for spe-
cialized, updated solutions to address current 
challenges. 

 
Perception of the Respondents on the Pro-
posal of Integrating Blockchain Technology 
into the NPCS to Enhance Public Trust 
Availability 

Table 17 shows the perception of the  
respondents on the proposal of integrating 
blockchain technology into the NPCS to  
enhance public trust in terms of availability.

 
Table 17 Perception of the Respondents on the Proposal of Integrating Blockchain Technology into 

the NPCS to Enhance Public Trust in terms of Availability 
 
 
 
 
 
 
 
 
 
 
 
 
 
Legend: 

3.26 – 4.00 Highly Recommended (HR) 
2.51 – 3.25 Recommended  (R) 
1.76 – 2.50 Less Recommended (LR) 
1.00 – 1.75 Not Recommended (NR) 

 
The respondents recommended the  

integration of blockchain technology into the 
National Police Clearance System (NPCS) to  
enhance availability. The applicants rated it 

Group Mean  F-value  F-critical Decision  Conclusion 

  Applicants 3.00  30.64  Reject Ho.  With  

  End-Users 2.70  3.85     significant  

           difference 

Indicators 
Appli 

WM 

cants 
VI 

End-Users 
WM VI 

Grand 
AWM 

Mean 
VI 

1 
Data can be accessed from 

2.98 R 2.76 R 2.87 R 

One can monitor the changes 
2 in the status of data 3.20 

 
R 

 
3.10 

 
R 

 
3.15 

 
R 

processing. 

Has a back-up system that 
3 when one peer goes down, the 3.27 

 
HR 

 
3.21 

 
R 

 
3.24 

 
R 

other still works.      

4 
Protects the accuracy and 

3.32 HR 3.33 HR 3.32 HR 

5 
Correcting data errors is safe 

3.32 HR 3.33 HR 3.32 HR 

Overall Weighted Mean 3.22 R 3.15 R 3.18 R 
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highly, with an overall weighted mean of 3.22, 
and identified the most important benefits as 
protecting the accuracy and completeness of 
data and ensuring that correcting data errors is 
safe and secure (both with means of 3.32). They 
also highlighted blockchain’s ability to  
maintain continuous service through a peer 
backup system, where if one node fails, others 
continue to operate (mean = 3.32). 

End-users provided similar responses, with 
an overall weighted mean of 3.15. Like the  
applicants, they highly recommended block-
chain for its ability to protect data integrity and 
securely correct errors (means = 3.33). 

Overall, the respondents rated the adoption 
of blockchain for availability as recommended, 
with a grand mean of 3.18. The key advantages 
noted were data accuracy, secure error  
correction, and monitoring of data processing 
changes (mean = 3.15–3.32). Blockchain’s  
decentralized structure also allows data to be 
stored across multiple nodes, ensuring  
continuity even if one node fails (mean = 3.24). 

However, the indicator “data can be  
accessed from different decentralized nodes” 
received the lowest score, with an average 
weighted mean of 2.87. End-users rated this as-
pect lowest at 2.76, while applicants rated it 
2.98.  

This may reflect unfamiliarity with block-
chain features, or concerns about allowing ac-
cess outside the designated office, since the 
current system only allows access within the 
NPCS office. 

Blockchain’s capability to correct errors 
and maintain secure data is supported by Liu et 
al. (2022), who proposed a secure distributed 
storage method using bilinear pairing and  
BLS-HLA (BLS-Homomorphic Linear Authenti-
cator). 

This system allows clients to verify up-
loaded data, locate errors, and manage data  
dynamics efficiently, with a low false-positive 
rate, demonstrating blockchain’s reliability and 
security. 
 
Interview Results- Blockchain Availability 

Table 18 shows the interview results and 
themes pertaining to the aspect of availability 
in the Integration of Blockchain Technology in 
the NPCS. 

Blockchain is welcomed by police officers 
as this technology can improve police  
operations. However, questions arise on the fit-
ness of the system and need for the system in 
the NPCS. 

Moreover, there is that question of learning 
for the personnel to use and adopt the system. 

Participant 18, however, provided the mer-
its of using blockchain making data easy to re-
trieve. As explained in Liu, et. al. (2022), upon 
receiving the checking request, the edge server 
retrieves the corresponding data tag and verify 
its validity using the public key of the signature.  

This aspect is one of the major reasons why 
this study pushes for the use of blockchain in 
the National Police Clearance System.

 
Table 18 Interview Results and Themes Pertaining to the Aspect of Availability in the Integration of 

Blockchain Technology for the NPCS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Participant No. Answers Themes 
 

3 Technology makes our work faster • Work 

improvement 
7 Technology must fit with the organization 

 

9 You bring technology sa implementation ng 

everything para umunlad ang process ng 

bawat opisina. 

Since this technology is not yet adopted by 

the PNP, though already used widely in 

different industries and private sectors, our 

programmers will need to undergo training to 

learn how to utilize blockchain effectively. 

 

10 You need to ask yourself to really identify 

whether your scenario is fit for blockchain. 

 

12 If you want to improve the storage of your 

drive 

In availability since, it is running in Cloud, 

usually like yung samin it’s running on 

Azure sa cloud-based. Kapag cloud po kase, 

mas available sya kasi hindi sya mag- 

accumulate ng computing power. Para kang 

may Google drive. Actually pag may 

kailangan kang file, huhugutin mo lang ida- 

download mo lang. Whereas kapag nasa 

laptop mo, bubuksan mo pa laptop mo, diba 

ganun, so mas ano mas matagal. So sa 

availability yun. 

It goes without saying that it is more 

conveniently available in geographical terms 

in contrast to on-premise databases. Ang 

tanong talaga palagi is what its difference to 

cloud storage is. Blockchain is a distributed 

ledger technology which means 

decentralized. 

 

• Fitness and 

need 

 

• Expertise of 

personnel 

 

• Ease of access 

of files 

13 

14 
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Analysis 

The quantitative results highlighted the 
benefit of blockchain in protecting the data, and 
the process of correcting errors in data. The 
qualitative themes exhibited that blockchain 
can contribute to work improvement, ease of 
file access, it fits the need of the organization, 
and requirement of expertise of personnel. The 
resulting data were complementary in explain-
ing how blockchain can make data available not 
only to the end users but also to the applicants.  

Hence, all the positive points provided in 
the quantitative and qualitative results are 
complementary. 

 
Security 

Table 19 shows the perception of the  
respondents on the proposal of integrating 

blockchain technology into the NPCS to en-
hance public trust in terms of security. 

The security aspect of the blockchain sys-
tem for the NPCS was “recommended” by the 
applicants as the overall weighted mean is 3.24. 
What they appreciated most were the indica-
tors on “the blockchains themselves are strong 
features for data security” and “multi-factor au-
thentication is highly used” both with means of 
3.27 or highly recommended. All other indica-
tors were assessed as “recommended.” One of 
the issues of the applicants in clearance appli-
cation has been the security of their infor-
mation stored by the current database system 
of the PNP. The applicants, based on the data, 
showed a high level of understanding of block-
chain’s security.

 
Table 19 Perception of the Respondents on the Proposal of Integrating Blockchain Technology into 

the NPCS to Enhance Public Trust  in terms of Security 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Indicators 
Appli 

WM 

cants 
VI 

End-Users 
WM VI 

Grand 
AWM 

Mean 
VI 

1 
Unauthorized access can be 

3.25 R 3.20 R 3.22 R 

The blockchains themselves 
2 are strong features for data 3.27 

 
HR 

 
3.26 

 
HR 

 
3.27 

 
HR 

security.      

3 
Multi-factor authentication is 

3.27 HR 3.29 HR 3.28 HR 

Even if the data storage is      

4 
breached, the other peers can 

3.22 R 3.19 R 3.21 R 

blockchains.      

5 
Blockchain technology can 

3.21 R 3.15 R 3.18 R 

Overall Weighted Mean 3.24 R 3.22 R 3.23 R 

 

Participant No. Answers Themes 
 

3 Technology makes our work faster • Work 

improvement 
7 Technology must fit with the organization 

 

9 You bring technology sa implementation ng 

everything para umunlad ang process ng 

bawat opisina. 

Since this technology is not yet adopted by 

the PNP, though already used widely in 

different industries and private sectors, our 

programmers will need to undergo training to 

learn how to utilize blockchain effectively. 

 

10 You need to ask yourself to really identify 

whether your scenario is fit for blockchain. 

 

12 If you want to improve the storage of your 

drive 

In availability since, it is running in Cloud, 

usually like yung samin it’s running on 

Azure sa cloud-based. Kapag cloud po kase, 

mas available sya kasi hindi sya mag- 

accumulate ng computing power. Para kang 

may Google drive. Actually pag may 

kailangan kang file, huhugutin mo lang ida- 

download mo lang. Whereas kapag nasa 

laptop mo, bubuksan mo pa laptop mo, diba 

ganun, so mas ano mas matagal. So sa 

availability yun. 

It goes without saying that it is more 

conveniently available in geographical terms 

in contrast to on-premise databases. Ang 

tanong talaga palagi is what its difference to 

cloud storage is. Blockchain is a distributed 

ledger technology which means 

decentralized. 

 

• Fitness and 

need 

 

• Expertise of 

personnel 

 

• Ease of access 

of files 

13 

14 



Fabro et al., 2025 / Securing Public Trust Through Blockchain Integration 

 

    
 IJMABER 4742 Volume 6 | Number 9 | September | 2025 

 

Legend: 3.26 – 4.00 Highly Recommended (HR) 
2.51 – 3.25 Recommended  (R) 
1.76 – 2.50 Less Recommended (LR) 
1.00 – 1.75 Not Recommended (NR) 

 
The respondents also recommended the in-

tegration of blockchain technology into the 
NPCS to enhance security. The applicants gave 
it an overall weighted mean of 3.22, highlight-
ing multi-factor authentication as the most val-
ued feature (mean = 3.29, highly  
recommended). Another highly recommended 
aspect was that the blockchain itself is a strong 
feature for data security (mean = 3.26). 

End-users, responsible for safeguarding cli-
ent data, shared similar views, emphasizing the 
importance of any feature that strengthens  
security. Overall, the respondents rated block-
chain security as recommended, with a grand 
mean of 3.23. 

The most appreciated security feature was 
multi-factor authentication (mean = 3.28), 
which makes it difficult for hackers to infiltrate 
the system, as multiple authentication steps—
including hash codes—are required before ac-
cess is granted. The inherent strength of block-
chains was also valued (mean = 3.27), as break-
ing the chain is extremely difficult, and multiple 
authentication layers further reinforce secu-
rity. 

Additional advantages of blockchain secu-
rity included: 
Detection of unauthorized access (mean = 3.22) 
Data accessibility even if one node is breached 
(mean = 3.21) 
Resilience against natural risks (mean = 3.18) 

 
These features allow data to remain secure 

and accessible even if part of the system is com-
promised. 

The findings align with Zhang et al. (2022), 
who emphasized that multi-factor authentica-
tion protocols—combining PINs, passwords, 
hardware tokens, and biometrics—provide 
strong security, particularly for IoT and other 
systems that require both device independence 
and human-device interaction. 
 
Interview Results- Blockchain Security 

Table 20 shows the interview results and 
themes pertaining to the aspect of security in 
the Integration of Blockchain Technology in the 
NPCS. 

 
Table 20 Interview Results and Themes Pertaining to the Aspect of Security in the Integration of 

Blockchain Technology for the NPCS 
 
 
 
 
 
 
 
 
 
 
 

 
 

The main objective of blockchain technol-
ogy is to provide an additional layer of security 
for protecting applicants’ personal data. Ac-
cording to the qualitative data, making changes 
in the system is difficult because blockchain 

nodes record every input, including mistakes. 
Since security is a key concern in the PNP, 
blockchain offers a more secure solution for 
data protection. 

Participant No. Answers Themes 
 

 

5 Ayaw naman natin na malaman ng iba pa ang 

personal data 

 

7 Strengthened security by adding one more layer 

 

9 Think of blockchain as a super-secure vault for 

our citizens' personal data. It keeps everything 

locked away from prying eyes, so we can assure 

everyone that their information is safe from any 

unauthorized access or hacking attempts. 

 

12 You add another block for the correction. So 

sinong makapagtago nyan kasi ang mangyayari 

nyan pati yung mali nya nakarecord na so madali 

mong mahuli talaga. 

• Objective to 

secure personal 

data 

• Makes changes 

secured due to 

further 

documentation in 

other nodes 

• Use of data 

through 

permission 

• Super vault 

system 
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Stephen & Alex (2020) explain that  
blockchain is decentralized and can address 
various operational challenges. Each transac-
tion is encrypted and linked to previous rec-
ords, while algorithms on the nodes validate 
transactions, preventing a single entity from  
initiating changes. Blockchain also supports 
transparency, allowing participants to view 
transactions in real time. Additionally, smart 
contracts provide secure, automated transac-
tions, reducing the risk of third-party interfer-
ence. Platforms like Ethereum enable the exe-
cution of these smart contracts in a decentral-
ized environment 
 
Analysis 

Strong security and high authentication 
level were the keywords for blockchain  
technology in the quantitative part. The themes 
were security and super vault system. All of 
these aspects are part of the CIA triad of  
computer security or the confidentiality, integ-
rity and availability. The security feature of the 
“super-vault” like blockchain technology highly 
influences the next factor which is immutabil-
ity. 

 
Immutability 

Table 21 shows the perception of the  
respondents on the proposal of integrating 
blockchain technology into the NPCS to  
enhance public trust in terms of immutability. 

The applicants highly recommended the 
use of blockchain for immutability, giving it an 
overall weighted mean of 3.27. They rated the 

feature “data integrity and reliability are  
maintained” the highest at 3.31, showing that 
blockchain can address concerns about data 
being destroyed or altered. Another highly  
recommended feature was “data are kept  
accurate” with a mean of 3.30. 

The end-users also highly recommended 
blockchain integration for immutability, with 
the same overall mean of 3.27. They  
particularly valued “data are kept accurate” 
(3.31) and “if one peer is infected by virus or 
malware, the other peers remain unaffected” 
(3.29). 

Overall, blockchain was highly recom-
mended for immutability with a grand mean of 
3.27, the highest among all four variables as-
sessed. Both applicants and end-users empha-
sized the need for a system that protects data 
from changes or corruption. Other notable fea-
tures, interpreted as “recommended” but still 
highly rated, included “it is highly improbable 
to hack the data in the blockchain” and “denial 
of service in one peer does not affect the other 
peers”, both with a mean above 3.23. 

Blockchain provides strong guarantees of 
immutability. Landerreche & Stevens (2018) 
highlighted that Bitcoin’s proof-of-work con-
sensus makes rewriting prior blocks nearly im-
possible unless an attacker controls the major-
ity of the network’s hashing power, giving an 
exponentially small chance of success the 
deeper the block. This demonstrates how 
blockchain can preserve data integrity and reli-
ability for the NPCS.

 
Table 21 Perception of the Respondents on the Proposal of Integrating Blockchain Technology into 

the NPCS to Enhance Public Trust in terms of Immutability 
 
 
 
 
 
 
 
 
 
 
 
 
 

Indicators 
Appli 

WM 

cants 
VI 

End-Users 
WM VI 

Grand 
AWM 

Mean 
VI 

1 Data are kept accurate. 3.30 HR 3.31 HR 3.30 HR 

2 
Data integrity and reliability 

3.31 HR 3.32 HR 3.31 HR 

It is highly improbable to 
3 hack the data in the 3.24 

 
R 

 
3.25 

 
R 

 
3.24 

 
R 

blockchain.      

If one peer is infected by virus      

4 or malware, the other peers 3.25 R 3.29 HR 3.27 HR 

remain unaffected.      

Denial of service in one peer      

5 does not necessarily affect the 3.25 R 3.20 R 3.23 R 

other peers.      

Overall Weighted Mean 3.27 HR 3.27 HR 3.27 HR 
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Legend: 
3.26 – 4.00 Highly Recommended (HR) 
2.51 – 3.25 Recommended  (R) 
1.76 – 2.50 Less Recommended (LR) 
1.00 – 1.75 Not Recommended (NR) 

 
Interview Results-Blockchain Immutability 

Table 22 shows the interview results and 
themes pertaining to the aspect of immutability 
in the Integration of Blockchain Technology in 
the NPCS. 

 One of the main reasons for the push in 
adopting blockchain technology is in the  
immutability of data or data cannot be easily 
changed without multiple node updates. As  
expressed in the interviews, the tokens are 
unique which means that it is hard to fake the 

police clearances. Moreover, the token system 
requires less space which can ease the problem 
of storage. 

One of the features of blockchain is multiple 
validation before changes can be made on data. 
Blockchain is a distributed ledger technology 
that is immutable and encrypted. While it was 
designed for and is most usually associated 
with cryptocurrency, there are a growing  
variety of applications, McBee & Wilcox (2020).  

 
 
Table 22 Interview Results and Themes Pertaining to the Aspect of Immutability in the Integration 

of Blockchain Technology for the NPCS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Participants Answers Themes 

9 Once something goes into the 

blockchain, it's like carving it in stone. 

No one can sneak in and change or erase 

anything. This means the records we 

keep are rock-solid, reducing the 

chances of any funny business 

happening with our clearance records. 

 

 

• Unique token issued/ generated to 

applicants. 

 

• Creates better storage security 

 

• Decentralization 

 

• Multiple areas of validation 

10 Promote government transparency and 

enhance accountability due to its 

immutable ledger. For example, it can be 

used for transparent tracking of 

government spending. It may also 

address fraudulent transactions. 

11 Blockchains, may identification siya for 

saan ba siyang storage and what kind of 

files. 

12 It really takes a lot of maturity bago ka 

mag decentralized, kaya sabi ko we can 

start the storage the moment pag okay na 

sila sa storage system 

13 When you are in the chain, it is really 

immutable kasi it takes a village to…di 

ba? Ang blockchain kailangan lahat 

informed. Certain information is really 

valid about you. It’s a big issue, so 

immutable yun kasi lahat na nagsabi na 

ikaw yun e diba? Otherwise, it will not 

push through. 

14 Immutability is part and parcel of 

blockchain technology. Block data 

cannot be changed. It can be buried 

under clutter by adding transactions on 

top of each other, but the trail remains. 

15 Decentralization and immutability 

 

 

16 

We are not trusting single source of truth 

we are the whole system kasi each of the 

govt agencies in this example yung tatlo 

would have copy of their own and can 

validate each. 

Decentralization and immutability 

 

20 The integration of blockchain 

technology into the National Police 

Clearance System ay importante, 

especially in preserving the integrity of 

data. Hindi lang nya pinapalakas yun 

security lalo pa it ensures the availability 

of crucial information, maintains the 

immutability of records, enhances 

transparency, and ultimately fosters 

public trust sa PNP. 
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Analysis 

Accuracy, integrity, and reliability were the 
keywords for blockchain technology in the 
quantitative part. Themes were uniqueness,  
security, decentralization and multiple areas of 
validation. All of these aspects are part of the 
CIA triad of computer security or the confiden-
tiality, integrity and availability. The immuta-
bility feature of blockchain technology highly 
influences the proposal for its adoption. In 
blockchain, “confidentiality ensures that infor-
mation is kept confidential. For example,  

confidentiality is important in the PNP, where 
only officers with clearance can access classi-
fied information. Integrity is making sure that 
no one tampers with an information system. In 
blockchain technology, data are hardly 
changed”, Sadiku, et. al. (2017). 

 
Transparency 

Table 23 shows the perception of the re-
spondents on the proposal of integrating block-
chain technology into the NPCS to enhance 
public trust in terms of transparency.

 
Table 23 Perception of the Respondents on the Proposal of Integrating Blockchain Technology into 

the NPCS to Enhance Public Trust in terms of Transparency 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Legend: 
3.26 – 4.00 Highly Recommended (HR) 
2.51 – 3.25 Recommended  (R) 
1.76 – 2.50 Less Recommended (LR) 
1.00 – 1.75 Not Recommended (NR) 

 
The applicants recommended blockchain 

technology for enhancing transparency in the 
NPCS, with an overall weighted mean of 3.24. 
The top-rated feature was “consensus mecha-
nisms to validate transactions collectively” 

(3.28), showing their appreciation for the col-
lective validation process. 

Similarly, the end-users also recommended 
blockchain for transparency, with an overall 
mean of 3.22. They highlighted “users can track 

Indicators 
Appli 

WM 

cants 
VI 

End-Users 
WM VI 

Grand 
AWM 

Mean 
VI 

Public ledger allows all 

1 participants to access and 3.21 

transactional records. 

 

R 

 

3.16 

 

R 

 

3.18 

 

R 

2 
Once data is added, it cannot 

3.23 R 3.17 R 3.20 R 

Lack of reliance on a central 
3 authority which reduces the 3.25 

 
R 

 
3.17 

 
R 

 
3.21 

 
R 

risk of manipulation.      

4 
Users can track the complete 

3.25 R 3.30 HR 3.28 HR 

Consensus mechanisms to 
5 validate transactions 3.28 

 
HR 

 
3.30 

 
HR 

 
3.29 

 
HR 

collectively.      

Overall Weighted Mean 3.24 R 3.22 R 3.23 R 

 

Participants Answers Themes 

9 Once something goes into the 

blockchain, it's like carving it in stone. 

No one can sneak in and change or erase 

anything. This means the records we 

keep are rock-solid, reducing the 

chances of any funny business 

happening with our clearance records. 

 

 

• Unique token issued/ generated to 

applicants. 

 

• Creates better storage security 

 

• Decentralization 

 

• Multiple areas of validation 

10 Promote government transparency and 

enhance accountability due to its 

immutable ledger. For example, it can be 

used for transparent tracking of 

government spending. It may also 

address fraudulent transactions. 

11 Blockchains, may identification siya for 

saan ba siyang storage and what kind of 

files. 

12 It really takes a lot of maturity bago ka 

mag decentralized, kaya sabi ko we can 

start the storage the moment pag okay na 

sila sa storage system 

13 When you are in the chain, it is really 

immutable kasi it takes a village to…di 

ba? Ang blockchain kailangan lahat 

informed. Certain information is really 

valid about you. It’s a big issue, so 

immutable yun kasi lahat na nagsabi na 

ikaw yun e diba? Otherwise, it will not 

push through. 

14 Immutability is part and parcel of 

blockchain technology. Block data 

cannot be changed. It can be buried 

under clutter by adding transactions on 

top of each other, but the trail remains. 

15 Decentralization and immutability 

 

 

16 

We are not trusting single source of truth 

we are the whole system kasi each of the 

govt agencies in this example yung tatlo 

would have copy of their own and can 

validate each. 

Decentralization and immutability 

 

20 The integration of blockchain 

technology into the National Police 

Clearance System ay importante, 

especially in preserving the integrity of 

data. Hindi lang nya pinapalakas yun 

security lalo pa it ensures the availability 

of crucial information, maintains the 

immutability of records, enhances 

transparency, and ultimately fosters 

public trust sa PNP. 
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the complete history of transactions” and “con-
sensus mechanisms to validate transactions 
collectively” as highly recommended features, 
both rated 3.30. 

Overall, blockchain was recommended for 
transparency with a grand mean of 3.23. The 
highest-rated indicator was “consensus mecha-
nisms to validate transactions collectively” 
(3.29), followed closely by “complete history of 
transactions” (3.28). These features ensure 
that any data changes require multiple valida-
tions, unlike the current RDBMS, and that all 
transaction records are traceable. 

Other highly rated features include “lack of 
reliance on a central authority, reducing the 
risk of manipulation” (3.21), “once data is 
added, it cannot be easily changed or deleted” 
(3.20), and “public ledger allows all partici-
pants to access transaction records” (3.18). 

However, participants noted that block-
chain may not suit data that must remain pri-
vate. Hellani et al. (2021) explained that while 
blockchain offers full transparency across sys-
tems, some users avoid it due to confidentiality 
concerns. 

 
Interview Results-Blockchain Transparency 

Table 24 shows the interview results and 
themes pertaining to the aspect of immutability 
in the Integration of Blockchain Technology in 
the NPCS. 

Blockchain technology is meant to make 
transactions with the PNP, specifically on po-
lice clearance, more transparent. These are en-
hanced by blockchain as it can make others 
change data and verify the changes through the 
nodes. However, one of the issues is making 
blockchain known and acceptable to the public. 
In the government, blockchain can help in the 
drive for transparency.  

Batubara, et. al. (2019) identified key issues 
where accountability and transparency can be 
had such as in digital ID, privacy, interoperabil-
ity, connectivity and technology aware popula-
tion, computational efficiency and storage size, 
acceptability, check and control mechanism, 
data validity, digital signature, algorithm trans-
parency, law and regulation support, and dis-
pute resolution, that must be considered in de-
veloping a transparent and accountable block-
chain-based e-Government system. 

 
Analysis 

Transparency in the quantitative aspects 
was highlighted on complete changes history in 
the documents and consensus for changes. 
Transparency, validation and accountability 
were the main themes on the qualitative aspect. 
Hence, the results for both methods were con-
sistent. 
 

 
Table 24 Interview Results and Themes Pertaining to the Aspect of Transparency in the Integration 

of Blockchain Technology for the NPCS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Participant No. Answers Themes 
 

4 Informs the person on the “hits” 
7 Transaction sa users and system is yung third party. 

9 Blockchain is often compared to a glass house, 

allowing authorized users to see what's happening 

inside. This transparency is a great way to build trust 

because people can double-check their records and 

understand how everything works behind the scenes. 

In the rare instance when the integrity of the system 

is being questioned, the blockchain's unchangeable 

nature can serve as a record of truth and provide a 

clear audit trail to address such concerns. 

10 If you think about evidence management system you 

have the police you have the department of justice, 

you have the supreme court so several institutions 

are sharing or using the data probably updating the 

data so that maybe a candidate for blockchain. 

13 But if you’re dealing with public finance like let’s 

say in my end, this is where it differentiate my used 

case to yours. Kasi in my used case we’re on the 

transparency kasi we want the people to know how 

the public funds are being spent. And this is 

precisely the reason why we are doing the 

blockchain projects because it’s not just for the 

Courts to see but also for public to use this 

information na they’re immutable, we can rely on 

these documents to provide. 

14 Aside from every change to data being logged and 

unchangeable, blockchain as a DLT means that all 

authorized users have synchronous access to the 

same data across different locations, making it easier 

to monitor as opposed to manual reconciliation and 

providing greater transparency. 

15 Blockchain is to meant to create a system that can be 

validated by everyone that can be publicly available, 

16 Most people don’t know what blockchain is for them 

it’s just word that means bitcoin or Ethereum or 

police records 

• Access by third 

party or 

applicant 

• Validation by 

anyone in the 

nodes. 

• Public 

knowledge on 

what blockchain 

is 

• Providing 

accountability 

• Transparency on 
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Test of Significant Difference on the Percep-
tion of the Respondents on the Proposal of 
Integrating Blockchain Technology into the 
NPCS to Enhance Public Trust 

Table 25 shows the analysis of variance of 
the assessments of the respondents on the pro-
posal of integrating blockchain technology into 
the NPCS to enhance public trust.

 
Table 25 Test of Significant Difference in the Assessments of the Respondents on the Proposal of In-

tegrating Blockchain Technology into the NPCS to Enhance Public Trust 
 
 
 
 
 
 
 

The null hypothesis is that there is no sig-
nificant difference in the assessments of  
the respondents on the proposal of integrating 
blockchain technology into the NPCS to en-
hance public trust. 

The endorsement of the applicants to the 
integration of the blockchain technology in the 
NCPS is at 3.24 or recommended. The end-us-
ers also recommended it at 3.20. The difference 
of the two means was not significant as the F-
value was only 0.98, while the critical F-value 
was 3.85. This led to the acceptance of the null 
hypothesis and leading to the conclusion that 
there was no significant difference in the as-
sessments of the respondents on the proposal 
of integrating blockchain technology into the 
NPCS to enhance public trust. 

This result implies that the applicants, as 
well as the end-users, have understood and 
have trusted to endorse the integration of 
blockchain technology for the police clearance 
system in the PNP. 

Bhawana, et. al. (2022) showed that the 
centralized system has drawbacks, such as  
single point of failure, trust, transparency, and 
data integrity. Therefore, the edge computing 
server and blockchain come into the picture to 
overcome such problems. The edge computing 
server resides close to the IoT devices to pro-
vide high bandwidth, fast computing, scalabil-
ity, data storage, and efficiently manage numer-
ous IoT devices.  

The blockchain adds distributed trust and 
transparency through a distributed ledger and 
consensus protocol. 

Group Mean F-value F-critical Decision Conclusion 
 

 

Applicants 3.24 

End-Users 3.20 

0.98 3.85 Accept Ho. 

No 

significant 

difference 

Participant No. Answers Themes 
 

4 Informs the person on the “hits” 
7 Transaction sa users and system is yung third party. 

9 Blockchain is often compared to a glass house, 

allowing authorized users to see what's happening 

inside. This transparency is a great way to build trust 

because people can double-check their records and 

understand how everything works behind the scenes. 

In the rare instance when the integrity of the system 

is being questioned, the blockchain's unchangeable 

nature can serve as a record of truth and provide a 

clear audit trail to address such concerns. 

10 If you think about evidence management system you 

have the police you have the department of justice, 

you have the supreme court so several institutions 

are sharing or using the data probably updating the 

data so that maybe a candidate for blockchain. 

13 But if you’re dealing with public finance like let’s 

say in my end, this is where it differentiate my used 

case to yours. Kasi in my used case we’re on the 

transparency kasi we want the people to know how 

the public funds are being spent. And this is 

precisely the reason why we are doing the 

blockchain projects because it’s not just for the 

Courts to see but also for public to use this 

information na they’re immutable, we can rely on 

these documents to provide. 

14 Aside from every change to data being logged and 

unchangeable, blockchain as a DLT means that all 

authorized users have synchronous access to the 

same data across different locations, making it easier 

to monitor as opposed to manual reconciliation and 

providing greater transparency. 

15 Blockchain is to meant to create a system that can be 

validated by everyone that can be publicly available, 

16 Most people don’t know what blockchain is for them 

it’s just word that means bitcoin or Ethereum or 

police records 

• Access by third 

party or 

applicant 

• Validation by 

anyone in the 

nodes. 

• Public 

knowledge on 

what blockchain 

is 

• Providing 

accountability 

• Transparency on 
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Test of Significant Difference in the Assess-
ments on the Proposal of Integrating Block-
chain Technology into the PNP NPCS to En-
hance Public Trust when Grouped Accord-
ing to Profile 
 

End-Users 
Table 26 shows the test of significant differ-

ence in the assessments on the proposal of  
integrating blockchain technology into the 
NPCS to enhance public trust when end-users 
are grouped according to profile.

 
Table 26 Test of Significant Difference in the Assessments of the Applicants on the Proposal of Inte-

grating Blockchain Technology into the NPCS to Enhance Public Trust when End-Users are 
Grouped According to Profile 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Profile Mean 
F-value/ 

t-value 
 

 

F-critical/ 

t-critical 

 

 

 

Decision Interpretation 

Gender* 

 

0.12 1.98 

 

Rank 

 

Accept null 

hypothesis. 

 

No significant 

difference 

 

 

 

Police Executive Master 

Sergeant 

Police Chief Master 

Sergeant 

Police Senior Master 

Sergeant 

3.57 

 

3.71 

 

3.23 

 

 

Accept null 

hypothesis. 

 

 

No significant 

difference 

Male 3.21 

Female 3.22 

Police Lieutenant 3.10 

Police Captain 3.35 

 

Profile Mean 
F-value/ 

t-value 

F-critical/ 
Decision Interpretation 

t-critical 

Police Corporal 3.16   

Patrolman/ Patrolwoman 3.30 0.89 1.94 
Accept null No significant 
hypothesis. difference 

Non-Uniformed Personnel 3.07   

Administrator 3.30 

Processor 3.15 

Verifier 3.23 

Role in NCPS 

1.10 3.05 
Accept null 
hypothesis. 

No significant 

difference 

Eastern Police District 3.17 

Manila Police District 3.36 

Northern Police District 3.11 

Quezon City Police 
3.32 

District 

Southern Police District 3.17 

District 

1.09 2.42 
Accept null 

hypothesis. 

 

 

 

 

 

No significant 

difference 

Length of Service in NCPS 

Less than 1 year 3.11 

1 to 3 years 3.22 
1.42 

No significant 

4 to 6 years 3.28 2.66 
Accept null 
hypothesis. difference 

More than 6 years 3.72   

Knowledge on Blockchain in PNP Context* 

 

YES 3.35 

NO 3.14 

*- use of t-test 

 

 

 

 

 

2.61 1.97 

 

 

 

 

Reject null 

hypothesis. 

 

 

 

 

With 

significant 

difference 
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The null hypothesis is that there is no sig-
nificant difference in the assessments on the 
proposal of integrating blockchain technology 
into the NPCS to enhance public trust when 
end-users are grouped according to profile. 

As shown on the data, differences in the 
means when end-users were categorized into 
gender, rank, role in the NCPS, district, and 
length of service in the NCPS yielded “no  
significant difference” as the F-values or t-val-
ues were lower than their critical values.  

Therefore, there is no significant difference 
in the assessments on the proposal of integrat-
ing blockchain technology into the NPCS to en-
hance public trust when end-users are grouped 
according to gender, rank, role in the NCPS, dis-
trict, and length of service in the NCPS. 

However, when end-users were catego-
rized on their knowledge on blockchain tech-
nology in the PNP context, the null hypothesis 
was rejected as the t-value of 2.61 was higher 
than the critical t-value of 1.97. 

This led to the rejection of the null hypoth-
esis. Therefore, there was a significant differ-

ence in the assessments on the proposal of in-
tegrating blockchain technology into the NPCS 
to enhance public trust when end-users are 
grouped  
according their knowledge on blockchain tech-
nology in the PNP context. 

The impact of this finding is that before the 
blockchain will be introduced in PNP, the end-
users unfamiliar with blockchain must be given 
orientation first. This is related to technological 
determinism as new technologies, in order to 
be effective in the society organization, must be 
learnt by the users. 

There are also issues that must be over-
come for blockchain to be fully accepted in the 
system. “Blockchain information and services 
are vulnerable to manipulation by hackers or 
foreign governments, and personal data are not 
always private. 

As blockchain expands in multiple areas 
and domains, security challenges become criti-
cal considerations in deciding the viability of 
the blockchain economy” Pink, et. al. (2018).

 
Table 27 Test of Significant Difference in the Assessments of the Applicants on the Proposal of Inte-

grating Blockchain Technology into the NPCS to Enhance Public Trust when Applicants are 
Grouped According to Profile 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

t-value 
Profile Mean 

F-value/ 

Gender 

 

 

F-critical/ 

t-critical 

 

 

 

Decision Interpretation 

Male 3.21 

Female 3.31 

18 to 24 3.28 

25 to 34 3.26 

2.57 1.96 

Age 

Reject null 

hypothesis. 

With 

significant 

difference 

35 to 44 3.23 

45 to 54 3.17 

55 to 64 3.36 

65 and over 3.18 

Elementary 3.25 

High School 3.23 

College 3.26 

Doctor’s Degree 3.00 

Master’s Degree 3.24 

Vocational 3.13 

Businessmen 3.44 

Government Employees 3.18 

Overseas Workers 3.43 

0.62 2.22 
Accept null 
hypothesis. 

 

 

 

Education 

 

 

 

0.52 2.22 
Accept null 
hypothesis. 

 

 

 

Occupation 

 

 

 
Reject null 

No significant 

difference 

 

 

 

 

 

 

 

 

No significant 

difference 

 

 

 

 

 

 

 

 

With 

Private Employees 3.37 

Self-Employed 3.06 

Others 3.26 

4.82 2.22 
hypothesis. 

significant 

difference 

Purpose for Applying Police Clearance 

Bank Account Application 3.31 

Business Permit 3.25 

Firearm Registration 3.20 

Local Employment 3.12 

Passport Application 3.23 

Travel Abroad 3.56 

2.24 2.11 
Reject null 

hypothesis. 

With 

significant 

difference 
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The test of significant difference revealed 
varying results when applicants were grouped 
according to profile. The profiles on age 
(t=0.62), education (F=0.52), and heard about 
blockchain before this survey (t=0.64) yielded 
lower t-values or F-values. Therefore, there 
was no significant difference in the assess-
ments on the proposal of integrating block-
chain technology into the NPCS to enhance 
public trust when applicants are grouped ac-
cording to age, education, and heard about 
blockchain before this survey. 

However, significant differences were 
found when respondents were grouped ac-
cording to gender (t=2.57), occupation 
(F=4.82), purpose (F=2.24), and district 
(F=3.24). As the F-values were greater than the 
critical, the null hypotheses were rejected. 
Therefore, there was a significant difference in 
the assessments on the proposal of integrating 
blockchain technology into the NPCS to en-
hance public trust when applicants are 
grouped according to gender, profession, pur-
pose, and district. 

 
Post-hoc analyses yielded the following: 

For occupation, the government employees 
(M=3.18) and the self-employed (M=3.06) had 
means interpreted as “recommended” while 
the rest are “strongly recommended.” Further 

t-test grouping the government and self-em-
ployed (M=3.16) and the other occupations 
(M=3.31) yielded a t-value of 4.01 (t-criti-
cal=1.96). This finding showed that there is 
some hesitancy on the government employees 
and the self- employed to use blockchain. 

For purpose of application of police clear-
ance, the groups with lower scores were those 
in “firearm registration” (M=3.20), and “local 
employment” (M=3.12). Grouping the two 
(M=3.14) against the grouping of the other 
“purposes” (M=3.28) yielded significant differ-
ence (t=2.96; t-critical= 1.97). This finding 
showed that those registering firearms and im-
mediately looking for local employment might 
not have appreciated much the value of block-
chain. In fact, blockchain expedites application 
for police clearance for local employment. 
However, those registering firearms might be 
hesitant with the technology, especially when 
they have violations like expired licenses or 
hiding from criminal records. 

For the district, the lowest was Manila Po-
lice District (M=3.14 or recommended) while 
the rest of the Police Districts have “highly rec-
ommended” interpretations. The analysis is 
that proposing blockchain must take into con-
sideration the technological capacities of each 
Police District. Some city governments have 
been investing more in technology than others. 
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These differences can be compared to the 
study of Shin (2019). “Blockchain is gaining 
traction in a variety of application cases across 
a wide range of sectors. Firms are boosting 
their blockchain investments in order to revo-
lutionize how they deliver products and ser-
vices, gain new insights for a competitive ad-
vantage, and improve their financial and oper-
ational performance. Because blockchain 
ledger records are secure, customer infor-
mation, as well as company and transaction 
records, are becoming more secure as they be-
come sequential and immutable. Ironically, 
such a trust-based method is blockchain's 
weakest link” (p. 2). The significant differences 

showed that some participants are not fully 
trusting yet to the benefits of blockchain tech-
nology, and may be more concerned on the se-
curity issues. 

 
Regression Analysis and Correlation Be-
tween the Use of the RDBMS in the NPCS and 
the Proposed Integration of the Blockchain 
Technology 
Regression Analysis 

Table 28 shows the regression results be-
tween the use of the RDBMS in the NPCS and 
the proposed integration of the blockchain 
technology. 

 
 
Table 28 Regression Results between the Use of the RDBMS in the NPCS and the Proposed Integration 

of the Blockchain Technology 
 
 
 
 
 
 

The test was done to check if blockchain 
technology (dependent variable) is dependent 
on the current database system. The results of 
the regression shows an r- square of 0.27 or 
low level of dependency. Therefore, the block-
chain technology can proceed without much 
dependence on the previous system. The only 
significant issue is the migration of the current 
data from RDBMS to blockchain; hence, there is 
still that low level (0.27) of dependence of the 
new technology to the old one. 

There are practical and theoretical implica-
tion of these results. The adoption of block-
chain can render RDBMS technology passe. 
Technology acceptance theories and models 
were developed as a framework to investigate 
how users understand and accept new technol-
ogies, how they might use them, and what the 

consequences of continuing to use them are. 
The practical usage of any information system 
is implicitly dependent on the presence of a de-
sire to use it. However, the continuing of utiliz-
ing the information system is contingent on 
two beliefs: First, the information system must 
be approved by the users. Then, after adoption, 
users' contentment with the system deter-
mines whether they continue to use the system. 
In the organizational context, this entails con-
tinuing to increase investment in information 
technology (Momani, 2020). 

 
Correlation Analysis 

Table 29 shows the correlation results be-
tween the use of the RDMS in the NPCS and the 
proposed integration of the blockchain tech-
nology.

 
Table 29 Correlation Results between the Use of the RDBMS in the NPCS and the Proposed Integration 

of the Blockchain Technology 
 
 
 
 
 
 

Factors   Mean   r2  F-value   p-value 

  RDBMS  3.26 

       0.27  413.96   0.001 

 Blockchain  3.24 

Factors Mean Multiple r t-value Decision Interpretation 

 

RDBMS 

 

3.26 

 

 

0.52 

 

 

16.75 

 

 

Reject Ho. 

 

 

Significant correlation. 

Blockchain 3.24     
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Level of significance=0.05 
0.01 - 0.20 Negligible Correlation 
0.21 - 0.39 Low Correlation 
0.40 - 0.59 Moderate Correlation 
0.60 - 0.79 Substantial Correlation 
0.80 - 0.89 High Correlation 
0.90- 0.99 Very High Correlation 
1.00 Perfect Correlation 

 
This test is done to check how does the per-

ception of blockchain is correlated by the per-
ception on RDBMS. 

The results show that the correlation be-
tween RDBMS (M=3.26) and blockchain 
(M=3.24) is “moderate” as the correlation coef-
ficient is 0.52. However, low the correlation is, 
they still pose significant correlation. 

The interpretation is that the only moder-
ate correlation meant that blockchain could 
prove to be much more different than the cur-
rent RDBMS being used. Stated otherwise, the 
use of blockchain in the PNP will be a big leap 
away from the current RDBMS. If the correla-
tion was high, it would be difficult to transition 
from RDBMS to blockchain because that would 
be having “substitute” systems. In that case, the 
incentive to change will be low because what 
the PNP will be getting will almost be the same. 

Martin (2023) provided one of the best ar-
guments for blockchain use. While both block-
chains and relational databases are useful tools 
for storing information that supports critical 
business activities, they excel in different ways. 
When it comes to providing a robust, fault-tol-
erant mechanism to store critical data, block-
chains have a clear edge. 

 
Implications to the PNP Organization 

Whether the system for the NPCS was 
RDBMS or Blockchain Technology, what mat-
ters most is that the public trusts the transac-
tions in the PNP. As bases for the implications, 
the following were the public trust ideas shared 
by the participants during the interview. 

 

 
Table 30 Interview Results and Themes Pertaining to Securing Public Trust in the NPCS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Participant No. Answers Themes 
 

 

1 Yung public trust talaga, it’s all about 

discipline. You cannot give them trust kung 

medyo may problema tayo sa kapulisan. 

 

4 Lesser corruption due to non-engagement (in 

clearance application) 

 

5 Individual privacy ng bawat tao ay 

maproteksyonan. 

 

6 Iniiwasan natin yung mga tinatawag na 

harassment on civilian side through 

technology. 

Kaya din protektahan ng technology ang 

ating mga pulis 

 

7 Removing doubts from the public using 

technology that protects identity of 

individuals 

 

9 Kailangan pinagkakatiwalaan nila tayo dun 

sa kanilang binibigay na data. 

 

10 There should trust also in the digitalized 

public services, it’s important because if the 

citizens cannot trust the platform the services 

of government they won’t use it; so, it’s 

counter-productive to the vision of digital 

transformation. 

 

15 Blockchain is meant to create a system that 

can be validated by everyone that can be 

publicly available. Yun mga tao will be able 

to or they can rely on the data that we are 

storin on the blockchain system. 

• Reliability of 

the system to 

protect data. 

 

• Respecting 

privacy. 

 

• Protecting 

police and 

civilians 

through 

technology. 

 

• Trust on digital 

technology 

 

• Authentic 

technology 

emanates trust. 

 

16 It (blockchain) does promote trust and it is a 

system that helps each node to trust each 

other. 

This is authentic, this is transparent diba? For 

me kasi pag nakita ng mga tao na authentic 
yun, kung she become person matatakot ka na 

e. Pero kung legitimate ka na ano, you really 

want to provide service to the public, mas ma- 

encourage ka pa e na magparticipate into the 

 process of bidding or whatever diba.  

17 
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Based on the ideas provided, the option to 
integrate new technology in the digital services 
of the PNP must rely on certain criteria like: re-
liability on data protection, upholding privacy 
rights of the applicants, inclusion of the police 
as protected party in digitization, and overall 
trust to the system due to its authentic nature. 

Yavaprabhas (2022) claimed that to solve 
trust concerns, the public has begun to em-
brace technology-based, trust-building solu-
tions, such as blockchain technology. Block-
chain is thought to have the promising poten-
tial to dramatically transform government 
transactions into a trustworthy ecosystem of 
exchange due to its ability to improve infor-
mation authenticity and transparency. 

 
Tactical/Operational 

The study's tactical enhancements for the 
NPCS focus on practical improvements derived 
from quantitative analysis and interview 
themes: 
• Reliable Database Storage: Strengthening 

the system's foundation by ensuring de-
pendable storage for data. 

• Security Enhancement: Implementing 
measures to prevent data attacks and fortify 
the overall security framework of NPCS. 

• Transparency on Data Access: 
Introducing measures for increased 
transparency in accessing and managing 
data. 

 
Strategic/Managerial 

The strategic and managerial implications 
endorses the integration of blockchain technol-
ogy in the NPCS, emphasizing key focal points: 

• Increased Public Trust: Through blockchain 
integration, it will instill confidence in the 
public by ensuring transparency and ac-
countability in police transactions. 

• Enhanced Security and Data Integrity: By 
utilizing blockchain, we will be able to for-
tify the security of data, addressing vulnera-
bilities and ensuring the integrity of infor-
mation. 

• Improved Transparency: Leveraging block-
chain's inherent transparency to enhance 
the visibility of data access and transaction 
processes. 

• Efficient Processing of Police Clearances: 
Streamlining transaction processes, lever-
aging blockchain's efficiency to ensure quick 
and error-resistant processing of national 
police clearances. 

• Successful Integration of Blockchain Tech-
nology: Advocate for the seamless integra-
tion of blockchain technology, positioning 
the NPCS as a pioneer in adopting innova-
tive solutions in the PNP. 
 
In summary, the tactical enhancements fo-

cus on immediate improvements, while the 
strategic recommendations advocate for a ho-
listic adoption of blockchain technology, align-
ing with overarching goals of public trust, secu-
rity, transparency, efficiency, and successful 
technological integration. 

  
Conclusions 
1. The existing RDBMS used in the NPCS enjoys 

a certain level of public trust due to its data 
backup practices, robust password and en-

Participant No. Answers Themes 
 

 

1 Yung public trust talaga, it’s all about 

discipline. You cannot give them trust kung 

medyo may problema tayo sa kapulisan. 

 

4 Lesser corruption due to non-engagement (in 

clearance application) 

 

5 Individual privacy ng bawat tao ay 

maproteksyonan. 

 

6 Iniiwasan natin yung mga tinatawag na 

harassment on civilian side through 

technology. 

Kaya din protektahan ng technology ang 

ating mga pulis 

 

7 Removing doubts from the public using 

technology that protects identity of 

individuals 

 

9 Kailangan pinagkakatiwalaan nila tayo dun 

sa kanilang binibigay na data. 

 

10 There should trust also in the digitalized 

public services, it’s important because if the 

citizens cannot trust the platform the services 

of government they won’t use it; so, it’s 

counter-productive to the vision of digital 

transformation. 

 

15 Blockchain is meant to create a system that 

can be validated by everyone that can be 

publicly available. Yun mga tao will be able 

to or they can rely on the data that we are 

storin on the blockchain system. 

• Reliability of 

the system to 

protect data. 

 

• Respecting 

privacy. 

 

• Protecting 

police and 

civilians 

through 

technology. 

 

• Trust on digital 

technology 

 

• Authentic 

technology 

emanates trust. 

 

16 It (blockchain) does promote trust and it is a 

system that helps each node to trust each 

other. 

This is authentic, this is transparent diba? For 

me kasi pag nakita ng mga tao na authentic 
yun, kung she become person matatakot ka na 

e. Pero kung legitimate ka na ano, you really 

want to provide service to the public, mas ma- 

encourage ka pa e na magparticipate into the 

 process of bidding or whatever diba.  

17 
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cryption standards, data integrity mainte-
nance, and transparent data access controls. 
However, several vulnerabilities have sur-
faced, including system downtime, concerns 
about data safety during natural disasters, 
doubts regarding its ability to shield data 
from potential threats, and a lack of trans-
parency regarding data access. 

The utilization of the RDBMS in the NPCS 
is beset with significant issues and chal-
lenges. These encompass difficulties in sys-
tem accessibility, worries regarding pass-
word security and data theft, struggles to 
maintain data integrity, the absence of his-
torical logs on system access, and a lack of 
control mechanisms to monitor data access. 

2. The endorsement of blockchain technology 
for integration into the NPCS is grounded in 
its ability to safeguard data accuracy and 
completeness, provide a secure mechanism 
for rectifying data errors, offer multi-factor 
authentication, uphold data integrity and re-
liability, and ensure a unanimous mecha-
nism for validating transactions and their al-
terations. 
a. Safeguarding data accuracy and com-

pleteness: Blockchain's distributed 
ledger ensures that once data is rec-
orded, it cannot be easily altered or de-
leted, enhancing the accuracy and com-
pleteness of stored information. 

b. Providing a secure mechanism for recti-
fying data errors: Blockchain allows for 
the secure correction of data errors 
through a consensus mechanism, ensur-
ing that only authorized users can make 
changes and that changes are transpar-
ent and auditable. 

c. Offering multi-factor authentication: 
Blockchain systems can incorporate ro-
bust authentication methods, such as 
multi-factor authentication, to enhance 
security and verify the identity of users. 

d. Upholding data integrity and reliability: 
Blockchain's immutability and transpar-
ency mechanisms contribute to main-
taining data integrity and reliability, as 
all transactions are recorded in a tamper-
resistant manner. 

e. Ensuring a unanimous mechanism for 
validating transactions and their altera-
tions: Blockchain relies on consensus al-
gorithms to validate and agree on trans-
actions, ensuring unanimity among net-
work participants regarding the state of 
the data. 

3. The proposed action plan to implement 
blockchain technology in NPCS, with the aim 
of bolstering public trust, is substantiated by 
its features that promise easy access, robust 
security through multi-factor authentica-
tion, data integrity mechanisms, and trans-
parency in maintaining historical records, 
logs, and consensus mechanisms. 
  

Recommendations 
This study recommends to pilot test the mi-

gration of SQL of the PNP NPCS to Blockchain 
Technology. The ITMS may consider piloting 
experimental setups for blockchain technology 
within its internal transactions. This will allow 
the organization to assess the feasibility and ef-
fectiveness of blockchain for public transac-
tions and build confidence in its capabilities. 
 
This study also recommends the following: 

Forge Partnership: Collaborate with aca-
demic institutions and private companies expe-
rienced in blockchain technology. Partnering 
with academia will provide access to research 
and expertise, while private sector collabora-
tion can offer practical guidance and potential 
pilot projects. 

Create a Blockchain Development Team: 
Create a dedicated blockchain development 
team consisting of experts in system architec-
ture, development, and security. Ensure the 
team receives adequate training, resources, 
and access to infrastructure for effective block-
chain integration. 

Public Awareness Campaign: Launch an in-
formation campaign to build and reinforce pub-
lic trust. Educate the public about data protec-
tion, threat prevention, and transparent data 
access, emphasizing the PNP's commitment to 
safeguarding their information. 

Enhanced Data Protection: Invest in a ro-
bust anti-virus and malware system to bolster 
data security measures, addressing concerns 
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about data integrity and protection. Compre-
hensive Blockchain Adoption  

Proposal: The PNP should justify and pro-
pose the adoption of blockchain technology for 
a significant portion of the entirety of its trans-
actions. Emphasize the benefits of efficiency, ef-
fectiveness, and the enhancement of public 
trust as driving factors for this transition. 

 
THE ACTION PLAN 

"Implementation Strategy: Building Trust 
through Blockchain in National Police Clear-

ance Operations" 
 

I. Rationale and Intent 
The current NPCS relies on traditional data-

base system, which has been facing issues on 
data availability, security, immutability, and 
transparency that may have eroded public 
trust. These issues include occasional but pro-
longed system outages, problems with storing 
data, security concerns, and a lack of transpar-
ency in tracking who access public data. 

These are called issues of trust in the tech-
nology and in the system. Technology is trusted 
when it provides the output required of it. The 
system (NPCS) is trusted if it provides accurate 
records for the applicants and more im-
portantly to the PNP. 

The adoption of blockchain is inherently 
based on the concept of trust. The degree to 
which people trust the services, transactions, 
and organizations underpinning blockchains 
becomes increasingly important as they evolve. 
When users interact with blockchains, they ex-
pect to obtain the items they paid for and to 
have their data protected. While it is evident 
that trust is important in digital environments, 
there is confusion about what trust is, how it 
works/can be built, and what genuinely defines 
digital trust. 

In blockchain, digital trust is a type of user 
heuristic. Blockchain users are likely to cope 
with perceived danger, security, privacy, and 
overload by employing cognitive heuristics 
that reduce cognitive effort and time. As cogni-
tive heuristics, digital trust constitutes  

information processing strategies for making 
conclusions more quickly and with less effort 
than more sophisticated ways, reducing cogni-
tive load during security assessment (Shin, 
2019). 

To address these challenges and ensure 
trust, we propose adopting blockchain technol-
ogy for PNP transactions, specifically, the NPCS. 
Blockchain is a new way of storing and manag-
ing data. It works by creating a chain of data 
blocks, where each block contains information, 
a timestamp, and a link to the previous block. 
When a transaction occurs in the system, a new 
block is created, and this transaction is verified 
by a network of computers (nodes) within the 
blockchain network. Once verified, the transac-
tion is added to the blockchain as a secure and 
unchangeable record (IBM, n.d.). 

 While blockchain technology is relatively 
new, it offers several advantages over the tra-
ditional RDBMS, particularly, in terms of avail-
ability, security, immutability, and transpar-
ency. One of the practical implications of block-
chain technology is that it removes some barri-
ers to the application process.  

The blockchain technology can use finan-
cial technology applications for the payment of 
fees. The process creates another block that 
will verify that the transaction had occurred. 
Although some of these processes may be ob-
served in many database management system 
now, blockchain is more practical and secured 
especially in the verification of transactions or 
the concept of immutability where one cannot 
change the data without approval from differ-
ent sources. 

 
II. Action Plan  

This action plan presents a seven-month 
strategy to integrate blockchain into the Na-
tional Police Clearance System (NPCS).  
It aims to strengthen public trust, improve se-
curity, ensure transparency, and streamline 
clearance processing. The plan details out-
comes, strategies, actions, timelines, responsi-
bilities, resources, and monitoring measures to 
guide effective implementation.
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Requirements 

Monitoring 
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1. Increased public 

trust in the system; 

2. Enhanced security 

and data integrity 

in the National 

Police Clearance 

System; 
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transparency in 

data access and 

transactions; 
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police clearances; 

and 
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Migration of SQL to Blockchain 

Technology 

- 9 Business Processes 

(Assessment and Planning, Data 

Modelling, Data Migration, 

Testing, Deployment and 

Integration, User Training and 

Adoption, Monitoring and 

Maintenance, Data Consistency 

and Synchronization, Gradual 

Transition) 

- Uses People, Process, 

Technology Model 

Specific Framework of the 

Migration of SQL to Blockchain 

Technology 

 

It will use Agile Programming 

7 Month Project 

March 2024 to September 2024 

 
Assumptions: 
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Blockchain Team prior 

to the project 

implementation 
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3-month training 

program 
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project 
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academe, industry with use 

cases) 

Proposed Budget: 

35,000,000.00 

Personnel 

Equipment 

Training and Education 

Materials and Supplies 

Physical Space 

Consultants 

Monitoring and 

Evaluation 
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Risk Management 
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Evaluation Plan 
(progress) 
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